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Spencer Stuart's annual study of boards traces
how corporate board practices - and
membership—have evolved over the past 25 years

When looking at a snapshot of corporate boards today
vs. one from 25 years ago, it's surprising to see how
much has changed in board composition and
governance. There are far fewer inside directors; more
companies split the roles of chairman and chief executive
officer; boards are smaller and more diverse, with older
members; and boards meet less often. Still, these
developments may ultimately seem modest as the impact
of recent laws and regulations shapes board composition
and boardroom dynamics over the next five years.

Spencer Stuart has tracked board composition, structure,
and compensation for 25 years in its annual Spencer
Stuart Board Index (SSBI) report. In its 25th edition for
2010, the firm looks at the evolution in board composition
and the growth of board independence. In 1986, Spencer
Stuart analyzed 100 randomly selected companies.
Today, the SSBI analyses the proxies of all 500
companies in the Standard & Poor's 500-stock index and
includes a survey of board practices. In 1986, the
independence of boards was not an issue. Spencer
Stuart wrote then about their “outside/inside
composition."

Indeed, a substantial number of directors considered
"outsiders" at that time would not qualify today as
independent. The average board size was then 15, with a
three-to-one ratio of outsiders to insiders; the average
board now has 11 members, with a five-to-one ratio of
independents to non-independents. In 1986, the CEO
was the sole insider on fewer than a handful of boards.
Today, the CEO is the only insider on more than half of
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all S&P 500 boards. The 1986 index did not address the
separation of the chair and CEO roles; the percentage of
female and minority members; functional backgrounds of
directors; majority voting; succession planning; or board
self-evaluation. These issues had not yet surfaced.

Today 40 percent of boards split the chair and CEO
roles. Outgoing CEOs who have made the transition to
board chair account for just over half of these situations,
but 19 percent of all S&P 500 boards now have truly
independent chairs. As recently as five years ago, only 9
percent of S&P 500 chairs were truly independent.

Mandatory Retirement — At A Later Age

Matters of concern to shareholders have changed
dramatically, with majority voting and succession now
important issues. Seventy-one percent of boards have
adopted majority voting, and directors who fail to secure
a majority are forced to offer their resignations. Nearly all
boards (99 percent) responding to the survey say they
discuss CEO succession at least once a year.
Surprisingly, however, 14 percent of boards still do not
even have an emergency succession plan. Twenty-five
years ago succession was not an issue that was
surveyed.

Continued on page 2
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Seventy-four percent of boards have instituted
mandatory retirement rules for directors—a
valuable tool to assist in board turnover—vs. 58
percent in 2000. However, retirement age is
rising. Seventy-nine percent now set it at 72 or
older, vs. 37 percent that did so in 2000. Nineteen
percent set it at 75 or older, compared to just 1
percent in 2000.

Nearly all boards (96 percent) now conduct
annual board performance evaluations—and 26
percent of this group evaluates individual directors
in addition to the entire board. Seventy-one
percent of boards today also limit outside board
service by directors to try to ensure that they have
the requisite time to devote to the board.

One thing hasn't changed: Boards still prefer
active CEOs as directors. The difference now is
that boards are finding it difficult to recruit active
CEOs for director spots. More than 50 percent of
CEOs in the S&P 500 serve on no outside boards.
Only 26 percent of new directors in 2010 are
active CEOs, vs. 53 percent a decade ago.
Boards are having to look elsewhere for talent and
are recruiting more retired CEOs, more divisional
presidents, and more functional leaders. Boards
also say they are searching for women and
minorities, who remain insufficiently represented.

Forty-four percent of the boards we surveyed say
they are looking for women directors, yet only 21
percent of new directors are women, and 10
percent of boards still have nho women. Forty-
seven percent of boards are seeking minorities,
yet only 12 percent of new directors are
minorities.

Demand is strong for directors who bring specific
expertise. Forty-nine percent of boards surveyed
want directors with a strong financial background,
48 percent are looking for an industry background,
and 37 percent seek international expertise.
Nearly 20 percent are searching for regulatory,
risk, technological, or marketing expertise.

Board Retainers Doubled in 25 Years

Despite the fact that corporations face an era of
increased attention to governance, boards met
more often in 1986 than they do now. The
average number of board meetings 25 years ago
was 11; today it is 8.

Changes in director compensation reflect boards'
increased responsibilities. In 2010, the average
board retainer is near $80,000. In 1986, the
average board retainer was just over $20,000
(about $40,000 in today's dollars). Total director
compensation now averages $215,000 annually,
with additional compensation for leadership of
board committees. Total average compensation
for a board today is $2 million per year, with 57

percent paid in equity (43 percent in stock and 14
percent in options). On average, an independent
chair receives an additional $166,810; a lead
director $23,653; and committee chairs $11,692.

Government-mandated changes in corporate
governance this past year are just starting to play
out. Disclosure requirements from the Securities
and Exchange Commission (SEC), unveiled in
December 2009, have already led to much greater
transparency in this year's proxies, as well as
more robust discussions in the boardroom
regarding board leadership structures and
composition. The SEC's proxy access ruling in
August 2010—although delayed until spring
2011—will ultimately have additional implications
for director elections and board composition.

Even without regulatory and legal changes to
board governance, a director from 1986 would
barely recognise a contemporary board. Boards'
responsibilities are broader, their impact on
strategy larger, and the burden on directors
greater. Perhaps the biggest shift has been to
alter the dynamic between the board and the
CEO, which will likely become more pronounced
as shareholders exercise newly expanded rights.
Shareholder communications to explain board
policies and decisions, always an important issue,
may become a driving force in governance of the
future.
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Calling out to all Newshyte readers!
Simply submit an article and if it gets
published in the next issue of
Newsbyte, you receive a prize!
Articles can revolve around the topics
of Continuous Control Monitoring,
Fraud Detection & Prevention,

Business Assurance, Compliance or
any topic of interests. Hurry send in
your article now!

The Numbers Don't Lie: Why You Should
Monitor Expense Reports for Fraud

Peter Millar, ACL Services Ltd, 2 April 2010

Most people envision corporate fraudsters as
disgruntled, low-level employees — workers with
criminal tendencies who use loopholes to exploit
their companies. That profile was again blown
out of the water last year when the director of an
accountancy firm was jailed for claiming nearly a
million dollars in fraudulent expenses. The
director’s ploy went undetected for several
years, simply because the claims were kept
below the company’s authorisation limit, and
were backed by fake invoices, bills and
documents.

This scheme was a potent reminder that even a
firm responsible for assessing financial reporting
accuracy and integrity is susceptible to internal
deception. In the battle against corporate fraud,
no organisation is immune.

According to the Association of Certified Fraud
Examiners in its 2008 Report to the Nation,
expense reimbursement schemes in which an
employee makes a claim for reimbursement of
fictitious or inflated business expenses represent
13.2 percent of all asset misappropriation cases
and cost an average of $25,000 (2008 Report to
the Nation on Occupational Fraud & Abuse,
ACFE).

Unfortunately, inappropriate reimbursements are
just the tip of the fraudulent iceberg. Abuse of
corporate policies, funds and controls can
happen at any time, in an enormous number of
situations. The vast majority of business
transactions now occur electronically, and in
order to effectively test and monitor internal
controls, organisations must analyse all relevant
data for those areas deemed to be at risk.

Sampling can be a useful way to search for
homogenous patterns in uniform data sets.
Fraud, however, simply doesn’t work that way.
It's inherently inconsistent — designed to hide in
nooks and crannies. There’s no substitute for
looking at all the data, which demands robust
audit technology and a risk-based detection
program. Audit analytics can quickly access,
evaluate and flag pre-determined risk indicators,
which can then be isolated for deeper
investigation.

Fraudsters will continue to develop new and
evolving schemes, but there are three top
categories that companies can immediately
begin to target with automated data analysis:

Abusing the corporate credit card — lingerie,
tarot cards and cattle

Personal use and gift purchases top the “watch
list” in this category. One prominent company
recently identified charges to Victoria’s Secret,
hair salons, and other establishments that have
nothing to do with the business, while another
firm found employees using corporate credit
cards to buy groceries and over $12,000 in tarot
card readings. In one of the most unusual cases,
a company discovered that a manager — who
owned a ranch — was buying steer at cattle
auctions with his corporate card.

To monitor credit card activity, create a list of
suspicious vendors, such as those that sell
electronics, hardware, alcohol, jewellery, or
other items that don't fit corporate usage
guidelines. You can then match specific
company names or keywords against credit card
invoices to identify unusual transactions.

Hunting Outliers

Targeting outliers with data analytics is another
effective strategy. This could include unusually
high gasoline purchases, for example, which is
exactly what many companies have done to
uncover inappropriate expenses. One
organisation found an employee using a
corporate credit card to purchase gas for his
spouse’s vehicles, which totalled hundreds of
thousands of dollars over several years. Another
charging
purchases when all the company cars ran on
diesel fuel.

firm  discovered staff gasoline

Look for statistical anomalies in purchase or
transaction totals. If one employee is charging
$500 per month in fuel, for example, while
others routinely claim one-tenth that amount, it's
worth closer examination. Analysis could also
target corporate credit card use during employee
vacations or a period when transactions are
typically blacked out. Establish scripts and
business rules to automate data review and
identify exceptions that could indicate improper
use or errors.

Continued on page 4



Fudging expense reports — living it up on
the company’s dime

For most employees, writing off a visit to the
hotel spa or a taxi fare for personal use during a
business trip might seem like relatively minor
infractions. In truth, one small taxi fare might not
be an issue — if it stopped there. Too often,
however, the expense account becomes an all-
access pass for fine dining, lifestyle
enhancements and more. Audit analytics can be
an effective way to catch fudged expense
reports and abuse of corporate services — while
communicating that all corporate spending is
being scrutinised, a message that often provides
a strong deterrent against fraud.

One New York-based company allowed staff
who worked late to take a town car home, paid
for by the employer. While this perk was
designed to compensate overtime hours, an
analysis of swipe card entry and exit times in the
company gym revealed that employees were
staying late in the gym and then catching a free
ride home. Other staff stayed downtown to eat
dinner out, then charged the meal as a business

Fort Size

expense and took a town car home.

Expense reports can be closely monitored using
audit analytics, and the key is to pinpoint
statistically anomalous data. For example, watch
for employees exceeding per diem allowances,
repeatedly booking the same flights, claiming
travel for in-office days, or repeatedly canceling
flights. One company discovered that a staff
member was booking first-class flights for
business travel, then exchanging the ticket for
an economy fare after the expense had been
submitted — leaving him with an airline credit that
he used for personal vacations.

Other red flags include employees claiming
flights with no accompanying records for food or
hotels, or claiming both car rentals and mileage
reimbursement for personal automobile use on
the same trip. Review expense data for invoices
from businesses that are not on the company’s
approved vendor list and even-dollar claims for
transactions that typically aren’t rounded — such
as a hotel bill that is exactly $200 — or
employees who consistently claim amounts

just below approval thresholds.

Fake invoices — cashing in with cut-and-
paste

Bogus invoices or insignificant but erroneous
charges can add up to significant losses. For
example, a maintenance contractor at a large
retail company repeatedly submitted invoices for
small jobs that were never completed. The
scheme ran under the radar and, over the
course of a few years, this individual submitted
small invoices totaling several hundred thousand
dollars.

At a prominent university, auditors conducted an
investigation of unusual expense claims, and
found a staff member who was altering invoices
with a printer-scanner. He was cutting and
pasting to inflate the value of the original invoice
in order to make a higher-dollar travel and
expense claim, then pocketing the difference.

Continued on page 5
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To identify these scenarios, companies should examine employee and vendor data to find possible
conflicts of interest and errors. Watch for invoices in exact numerical sequence, or matching vendor
and employee addresses. Apply Benford’s Law to find fabricated dollar amounts and other
anomalies, such as a digit that occurs with a statistically improbable frequency.

Call us to book your session
today!

Reduced Controls Leading to Increased Fraud

Audit analytics — shining light in dark data corners
You can now try Prodigy’s business
assurance solutions at no charge!

Experience popular solutions such as hose firms believe fraud has i 44 duced . uating | |
ACL DeSktOp, AXZ, PAWS,ArbUtUS, those firms believe frau as Increase: ue to reduced resources for evaluating internal controls.

According to PricewaterhouseCoopers’ 2009 Global Economic Crime Survey , 30 percent of global
companies reported that they had experienced fraud in the past 12 months. Almost two-thirds of

RTI and Dashboard first-hand under Industry surveys and headlines alike reveal that fraud is a growing concern for organisations of
the guidance of our expert every kind. Technology has created new opportunities for fraudsters, but detection technology has
Consultants. also advanced dramatically over the past decade — now there’s simply no substitute for monitoring
100 percent of corporate transactions in high-risk areas.

Simply call +65 6569 5855 or email
enquiry@prodigy-group.com to book Targeted audit analytics and continuous monitoring can establish a powerful deterrent against fraud,

your free trial session today! while establishing a safety net to catch inappropriate activities before they escalate. Review all your
transactions in areas deemed to be at risk of fraudulent activity, flag the anomalies, and ensure that
no one in your organisation is buying diamonds or cattle on the company dime.

More Financial Fraud Feared in 2010, 2011

Indianexpress.com, 31 May 2010

Consultancy firm Deloitte has said more than half of the business professionals covered in its new
survey feel that more corporate financial statement frauds will be uncovered in 2010 and 2011 than
the last three years.

According to the survey of around 2,100 business professionals, 56 percent of the respondents think
more financial statement frauds will be unearthed this year and in 2011 than the last three years
combined.

"Almost half of those surveyed (46 percent) point to the recession as the reason more financial
statement fraud will be uncovered," the survey stated.

Moreover, it is getting harder to assess financial statement fraud risks because of changes in the risk
environment, it said.

"It is no great surprise that business professionals expect the greatest growth in financial statement
fraud schemes... to be in the financial services industry,” Deloitte Financial Advisory Services LLP
Forensic Centre Director Toby Bishop said.

"Because today's regulatory scrutiny of certain industries may result in additional enforcement
measures, it would be prudent for companies to consider refreshing their fraud risk assessments and
fraud risk mitigation activities," Bishop added.

Around 25 percent of the respondents in the Deloitte survey believed that the action most useful to
their organisation for mitigating the risk of financial statement fraud would be training staff to
recognise such manipulation.

The survey also found that more than one-third (38 percent) of the respondents believe that in the
current economic environment, revenue manipulation is the type of financial statement fraud which is
of greatest concern.

Meanwhile, 18 percent of the respondents cited 'big bath' write-offs and 14 percent cited
manipulation for debt covenant compliance purposes as the biggest threat.

Fifty percent of the business professionals surveyed said the financial services industry would have
the greatest percentage increase in financial statement fraud in 2010, compared to 2009.

This was followed by technology, media and telecom (14 percent), consumer business (12 percent),
life science and healthcare (10 percent) and manufacturing (six percent), the study revealed.




10 Privacy Trends and Predictions for 2011

Mike Lennon, 30 November 2010

As we approach December, predictions for
what’s to come in 2011 are flowing in almost
daily. Just last week several firms said threats
targeting the fast growing smartphone and tablet
markets topped lists of cyber concerns for 2011.

Called a “Master market timer and predictor” by
CNBC, hedge fund manager Doug Kass of
Seabreeze Partners Management made a bold
prediction last week, predicting that a Cyber
Attack Will Shut Down the NYSE in 2011.

Proofpoint, a provider of SaaS email security,
email archiving and data loss prevention
solutions says risks to consumers and
companies will grow in the next year as a result
of more personal information being put on the
Internet, in consumer applications and stored in
corporate databases. Proofpoint expects more
organisations to create stronger privacy policies
and turn to encryption, web filtering and secure
managed file transfer. Despite these increased
efforts, Proofpoint still has many concerns and
predicts the following trends will dominate
privacy discussions in 2011:

1. The privacy and confidentiality of location-
based information will become a major

concern for both consumers and

corporations - With the rise in mobile GPS
information, companies will have to protect both
personally identifiable information (PII) of
employees, customers and partners, and also
create new policies for handling location-based
information. Not only will real-time information
about location be a vulnerability, but companies
will have access to information about where
people (or their devices) spend much of their
time.

2. At least one major social media site will
experience a major breach - According to
Neilsen, nearly a quarter (22.7%) of all online
time is spent social networking. With more
people on social networks and more personal
information available via those networks, the
potential for exposure of that data is likely.

3. Stricter regulations will be passed

worldwide - Privacy regulations in the
healthcare, financial services and critical
infrastructure industries like energy and
telecommunications will likely see new
regulations dictating what needs to be protected
and what to do when data loss occurs.

4. Expect a national data breach notification
law - Notification laws like California's SB 1386
exist in 46 of 50 states today. A federal law is
imminent.

5. Blended threats will increase - While email
is still the number one threat vector for personal
information loss, threats from newer
communications channels is increasing,
especially in the form of blended threats where
the target is first attacked through email, then

directed to Web or social media.

6. At least one company will be prosecuted
under the broad-reaching Massachusetts
Privacy Law (201 CMR 17.00) - In March of this
year, the Massachusetts Privacy Law went into
effect, mandating that any company that "owns
or licenses" personal information -- whether
stored in electronic or paper form -- about
Massachusetts residents must comply with its
privacy requirements, including notification of
breaches and encryption of stored or transmitted
personal data. Although the state has yet to
enforce the law, 2011 will likely be the year that
companies begin seeing penalties. In addition,
we may see more laws of this type passed in
2011. Nevada also has a similar law. To deal
with these threats, the following additional trends
will emerge among businesses:

7. Companies will move away from outright
bans on social networks, IM or web

mail to allowing those services , but applying
stricter corporate policies on these new services
as well as investing in secure web gateways to
monitor use. New innovations such as Facebook
mail give enterprises yet another good reason to
put better policy and technology controls around
the corporate email system.

8. More companies will create policy around
acceptable use. Email leaks such as the recent
Google corporate memo exposure are
heightening awareness in companies that
policies need to be created about what content
is considered sensitive and enforce them both
through technology and through training.

9. More companies will encrypt more data -
Three factors are converging to make 2011 the
year of encryption adoption. 1. More regulations
today require encryption. 2. It's become a best
practice in many industries. 3. It's easier to
implement and less confusing for users. With
processing power increasing and companies like
Proofpoint innovating, encryption has become
faster and easier to implement and use.

10. More interest in secure managed file
transfer - Driven by privacy considerations and
security flaws in FTP, more companies will be
implementing reliable ways to send files
securely. With data breach natification laws in
place in nearly every state, companies cannot
risk losing data through FTP security issues.

Some of these predictions, while interesting,
seem quite obvious. For example, "More
companies will encrypt more data" -- This is a
simple assumption to me, do we really expect
companies that ARE encrypting data to stop
encrypting or encrypt less? And of course more
companies are going to START. Additionally,
"More companies will create policy around
acceptable use" -- Again, quite obvious.

What are your thoughts and predictions for
20117
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A big thank you also to all customers and
speakers who had participated in the

from 3" to 5"
October 2011. The event had ended on a high
note and we hope you have benefited from the
sessions! To view photos taken during the events,
please visit our Event Gallery at www.prodigy-
group.com/community.php

PRODIGY NEWS & ACTIVITIES

Entering the awards is easy and free. Simply complete the Entry Form, tell
us the details of your story and have it submitted by 5" December 2011 .

Your entry can be about a project you have already completed or one
currently in progress. Organisations of all sizes and sectors across the globe
are encouraged to enter the Impact Awards.

In addition to the Grand Prize winner and four regional winners, there are
five other award categories:

1) Most Promising Novice Award

2) Best Use of Analytics Award

3) Audit Productivity Team Award

4) Best Application of Continuous Auditing/Monitori ng Award
5) Most Innovative Use Award

Total prize value is USD $12,000! For more information, visit
http://www.prodigy-group.com/news_events.php.

Take our Global Capability Survey
and Receive a Free Assessment Report

Latest Release: PAWS v8.3

Industry reports consistently identify the use of audit analytic
technology as a top priority for internal audit teams to deliver
greater value to their organisations. But where and how do you
begin?

The main enhancements in PAWS v8.3 include:
Risks and Controls

This short survey is part of a global campaign to help audit teams

assess their current use of data analytics and review next steps.

You'll be emailed a free 20-page personalised report that will help

you:

0 Separate text for Likelihood and Impact

o Configurable rules for unmitigated and mitigated
assessment

o Views in spreadsheet mode . .
P - Compare and benchmark your use of data analytics across audit

groups globally

- Identify the people, process and technology required to support
your goals

- Communicate your audit analytic roadmap to key business
stakeholders

- Discover the steps required to expand audit coverage across
priority business areas

o Risk/control/IA/SA sign off warnings configurable

Key Dates Analysis

o New display modes for Planned Dates and Actual Dates
0 Launch audit from Key Dates Analysis screen

o0 System key dates available on Home screen

System Administration

o Strengthen password rules If your organisation has not yet filled out this survey, we encourage
you to get started and share the assessment report with your audit
team.

o Allow non-unique entity names

0 Choose key date for last audit rules

0 Allow most non-pick list fields to be hidden For more information, email us at enquiry@prodigy-group.com

o Itemise standard and plug in sign off rules and allow
selection

o Performance improvements

o Configurable staff list in Audit Details



NEW RELEASE FOR ACL V9.2

This release contains the following improvements:

The ability to join tables using fields of different field types and lengths.
The ability to import from and export to Excel 2007 and Excel 2010 files (.xIsx).

The removal of the 65,000 record limit when exporting files to Excel (2007 and 2010).

The ability to preview and edit field types and field lengths prior to importing Excel files
through the ACL data definition wizard.

ACL script support for all enhancements made to Excel Imports and Excel Exports.

The ACL log has been expanded to capture more user activities such as: changes to
ACL options, creation or modification of computed fields, and modifications to tables.

Direct database support for all vendor supported versions of Oracle, SQL Server and
DB2 at the time of this release.

Numerous user interface improvements including the replacement of most icons and
the ability to scroll with the mouse wheel within ACL views.

Major improvements have been made to the content and organization of ACL Help and
Manuals.

Silent Authentication (Single Sign On) support for AuditExchange and ACL Server
tables.

Support for all vendor supported versions of Crystal Reports Viewer at the time of this
release.

This release also contains over 50 corrections to pre-existing ACL issues!
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