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If you thought 2009 was a tough year in terms of regulatory scrutiny, wait until 2010. 

With regulatory reform and consumer protection high on the agenda, financial institutions should face new pressures on several fronts, say 
industry observers. 

Here are the top five regulatory issues for banking institutions to consider in 2010: 

�����������	��
��
��������

The House passed the Wall Street Reform and Consumer Protection Act of 2009 on December 11. The bill's many provisions affect 
securities and banking regulation. The sweeping reforms include the Financial Stability Improvement Act, creating a systemic risk 

regulator; strengthening regulation of depository institutions and bank holding companies; improving the asset-backed securitisation 
process; and providing for an enhanced dissolution authority. The legislation also would create a Consumer Financial Protection Agency 
(CFPA), reform the over-the-counter derivatives market, subject hedge funds to stricter scrutiny, impose new corporate governance 

mandates, adopt heightened requirements for credit rating agencies and expand regulatory enforcement powers. Among other measures, 
the legislation features expansive consumer mortgage protections and creates a Federal Insurance Office. "If enacted, this legislation 
would provide a sweeping overhaul of U.S. financial services and markets," says CCH Principal Securities Analyst Jim Hamilton. "It 

addresses a wide range of securities and corporate governance issues, realigns regulatory agencies and would subject entities such as 
credit rating agencies and hedge funds to a level of scrutiny they have never known before." 

But if the proposed regulatory reform doesn't happen early in 2010, says Christie Sciacca, a former regulator at the FDIC and an executive 

at consultancy LECG, it may not happen at all. "I think history shows that the longer it takes for something to happen, the harder it will be 
to get it done," Sciacca says. "Large banks are showing recovery in profits, even though there are still large loan loss provisions and 
perhaps more to come. That said, at some point, Congress and the Administration will get on to something else." 

���������������������
�
������	���

While 2009 was primarily focused on safety and soundness by banking regulators, the pendulum is poised to swing back to core 
compliance issues including Bank Secrecy Act/Anti-Money Laundering (BSA/AML) issues, says Sai Huda, CEO of Compliance Coach, a  
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Banking Institutions Should Prepare for 'The Year o f Consumer Protection'  
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California-based industry risk management firm. "Nearly 70 percent of 

all enforcement actions year to date in 2009 against banks were related 
to safety and soundness," Huda notes. The questions regulators wanted 
to know included "is the bank well capitalised, is its loan loss allowance 

adequate, does it have sufficient liquidity to survive the economic 
downturn, is it making safe and sound loans?" 

BSA/AML issues will increase in 2010. predicts Huda, "since banks had 

taken their eye off this risk issue in 2009, and the money launderers 
know it." The pendulum will swing to consumer protection risk issues. 
and this topic will dominate. "Once Congress completes passage of the 

Consumer Financial Protection Agency (CFPA), it will be focused 
exclusively on consumer protection risk issues," he says. 

&���"�"'��(��)�������*��!	�������
��
 ����

When it is up and running, the CFPA will examine banks and non-banks 

for consumer protection compliance. The intensity will increase on 
consumer risk issues such as compliance with ECOA (Equal Credit 
Opportunity Act), FHA (Federal Housing Administration) HMDA (Home 

Mortgage Disclosure Act), RESPA (Real Estate Settlement Procedures 
Act), FCRA (Fair Credit Reporting Act), FDPA (Flood Disaster 
Protection Act), SAFE Act (Secure and Fair Enforcement for Mortgage 

Licensing Act), TILA (Truth In Lending Act) and UDAP (Unfair and 
Deceptive Practices Act). 

The CFPA will be powerful regulator, predicts Huda. "They will 

exclusively examine banks over $10 billion for consumer compliance. 
The primary regulator will examine banks with $10 billion or less in 
assets for consumer compliance, however, the CFPA can monitor these 

exams, participate in exams or completely remove a bank's primary 
regulator and take over consumer compliance exams," he adds. The 
CFPA will also have full enforcement powers. 

The CFPA will create a consumer complaint system and use it to trigger 
examinations or prosecutions. "Is the bank discriminating in its lending? 
Or is the bank lending unfairly or deceptively?" Huda says. "There will 

be several fair and responsible lending enforcement actions and 
lawsuits." He also recommends institutions begin now to clean up their 
lending practices in advance of this agency's scrutiny, or be ready for 

some enforcement actions. 

On the credit union front, the National Credit Union Administration 
(NCUA) also has made consumer protection a top-line issue, 

establishing a new Consumer Protection Office. In an interview earlier 
this year, Michael Fryzel, then chair of the NCUA, outlined this new 
office's core mission.  

+��,#��(��
�����-���!��.��'�)������

Despite regulators stating that examinations have taken place as 
scheduled in 2009, Compliance Coach's Huda asserts that federal 
banking regulators are lagging in examining for Identity Theft Red Flags 

Rule compliance. "They are also taking a very high level, top-down 
approach, due to resource constraints and need to focus on safety and 
soundness, so issues will not surface until late 2010 and 2011," he 

adds. One other reason for the lagging examinations is the Federal 
Trade Commission's fourth delay of enforcement for state-chartered 
credit unions and creditors, which Huda says "will de-motivate bank  
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regulators to prioritise, so the other risk issues will dominate." In an interview earlier this year, Deborah Matz, chair of the National Credit 

Union Administration (NCUA), said 55 credit unions had been found in Red Flags non-compliance. Meanwhile, in a new interview, Jeff 
Kopchik of the FDICpredicts that examiners will take a more exacting approach toward red flags compliance in 2010, focusing� on key 
deficiencies uncovered during the first round of examinations. 

���-�������#�
�������(�$�
 � ��
 ���� ����

In December, the House of Representatives passed a version of a federal data breach notification bill. The Senate will probably not get 
around to its version until sometime in 2010. But the question isn't if, but when a final bill is passed, say industry experts. There are 
several measures that, when passed, would preempt existing state regulations. The three leading proposals, including the bill passed by 

the House and the two measures passed by the Senate Judiciary Committee in November, would require notification only when data 
stored electronically is lost or stolen. 

For insights on breach notification/privacy trends, see this recent interview with J. Trevor Hughes, Executive Director of the International 

Association of Privacy Professionals (IAPP). 
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Inherent contradictions in managing financial data is creating a confused environment where non-compli ance 
and fraudulent activity can go unchecked and unnoti ced. This article considers the benefits of a singl e approach 
to fraud and compliance through continuously monito ring internal controls. 

The pressures on business today are far-removed from those experienced only 20 years ago. The rapid adoption of information 
technology and governance strategy has led to the creation of a multitude of new roles. Indeed, IT and governance have also changed the 

priorities of many organisations too. There was a time was when compliance wasn't even on organisations' agendas, let alone a priority, 
and balancing the general ledger was as much dependent on the writing of the accountant, as the figures they were inputting. 

Today, businesses are a mass of complexity, precariously balancing the needs of shareholders, employees, customers and regulatory 

authorities, while trying to make a profit. Added to this is the increasing pace of organisational change. Mergers and acquisitions and new 
technology deployments, such as ERP systems, offer further challenges. In this confused environment, the opportunity for fraud is 
heightened as controls are overlooked. 

With 5% of turnover being lost every year to fraud, it is no surprise that today's enterprises are keen to implement both tighter strategies 
and new technologies that aim to reduce revenue leakage. But viewed in a wider context, fraud prevention can be much more than a 
means to simply curb unnecessary loss of funds. By its very nature, tighter financial controls will improve and streamline business 

processes and create an environment where employees adhere to best practice guidelines. The additional benefit of regulatory 
compliance is a powerful driver. 

*�����
 ���-��	������*���� �����

Fraud and compliance are intrinsically connected. Both can be viewed as significant costs to the business - the former through obvious 

revenue leakage, and the latter through the increased costs of policy implementation and administration. That said, there is no reason why 
effective management of regulatory compliance should not create a more controlled business where fraudulent activity is easier to identify 
and halt. On the flip side, effective anti-fraud policies require a series of business processes and a level of financial management and 

understanding that is a central tenet of many of today's compliance regulations. 

But before we are engulfed by a tide of enthusiasm, success is predicated on organisations having access to and understanding of every 
financial transaction that touches these areas. And it won't come as too much of a surprise to learn that many do not. In our recent survey 

of audit and financial executives in the UK and Germany, the results highlighted the fact that the complexity of today's business operations 
is opening the door to fraud. Seventy-seven per cent of respondents agreed that auditors and CFOs need immediate access to a single 
view of all relevant company data, however only 24% actually have this. 

Fraud and compliance are, of course, linked in other less positive ways. Organisations, and particularly audit teams, can often find 
themselves focusing on compliance to the detriment of other activities. And with attention focused elsewhere, fraud can become prevalent 
within an organisation - especially if lines of responsibility between auditors, compliance and financial executives are blurred. Alternatively,  
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organisational change, the inevitable chaos of a company merger or new acquisition, or more operationally, the implementation of a new 
ERP system, provides a similarly large opportunity for internal and external fraudsters - and throws compliance programmes into a state of 

flux. 

2� � ���*��
 �	�	!�*��
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As is often the case, in times of change or pressure, good management, and indeed good business, relies on having a full understanding 
of exactly what is going on in the organisation - particularly when things are happening that shouldn't. A period of merger or acquisition is a 

prime example of such change, which can lead to lax controls. To gain full visibility of the situation, managers are required to look outside 
of their own departments to get a true picture of the business. 

As such, though compliance is a critical part of business, approaching it in a single-minded fashion is not always the most prudent way. 

Rather, by ensuring good business practices are in place across the organisation, boardroom executives will quickly discover that effective 
compliance and anti-fraud policies appear as a convenient by-product. For example, a decision to monitor financial transactions from 
every department in the company on a daily or weekly basis will provide a clear view of what is going on in the organisation and ensure 

suspect transactions can be detected and queried in a timely fashion. This one single improvement in business process will both reduce 
the risk of revenue leakage and create a 'compliance-ready' environment. 

Unfortunately, in practice, only 9% of organisations implement this type of monitoring of financial transactions, with 57% conducting 

quarterly cycles and 34% monitoring monthly.1 

While it is logical that a complete, real-time view of all financial and business transactions makes good sense, 'visibility' based on quarterly 
or annual audit cycles is a flawed process. Not only does this provide a bulk of work to be carried out at the end of the cycle, any fraud that 

has occurred within the previous period of time will not be uncovered until the audit is completed, therefore reducing the chance of 
recovery. In the case of incorrect or fraudulent payments, the chance of total recovery dwindles to 50-60% once the payment has been 
made.2 

And the costs to the organisation do not stop with detection - remedial action also requires resources. Once a fraud is discovered, the 
recovery claim requires four to 20 hours of research for investigation, documentation, communications and collection.3 If that fraud is 
uncovered at the end of the quarter, the man-hours required could become a major burden as opposed to a steady flow of suspicious 

transactions that can be investigated throughout the quarter. Companies need an early warning system so that they can identify fraud as it 
happens and take the necessary action immediately. 

While organisations implement a range of controls to detect and prevent such errors, it certainly appears that many are ineffective. For 

example, in the survey of auditors and finance officers, 61% of respondents said they did not know how many data anomalies were 
uncovered with each audit, while a third of respondents admitted that an anomaly could go over six months without being noticed. 
Worrying indeed, and clear evidence of why companies need an early warning system. 

*���� ������!�
(��*�
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In 2006, Section 404 of Sarbanes-Oxley became applicable to companies operating in other jurisdictions but listed on a US stock 
exchange. It requires management certification and external attestation that the internal controls underlying financial reporting are working 
as intended. Continuous monitoring of the controls governing financial transactions can provide an increased level of assurance to 

management, auditors, board directors, shareholders and other key stakeholders. While regulatory compliance requirements may be the 
catalyst to validate these controls' effectiveness, best practices in corporate governance make good business sense. 

The current business environment continues to exert great pressure on organisations to reduce expenses and inefficiencies while 

improving top-line revenue growth. Simultaneously, companies must combat the increasing threat posed by fraud. Faced with a dynamic 
and sometimes vague regulatory landscape, fewer resources, less time and mounting demands from stakeholders to mitigate business 
risk, organisations must formulate strategies to contain costs, prevent fraud, safeguard corporate assets and address revenue leakage. 

Continuous controls monitoring provides value beyond meeting regulatory compliance requirements by enabling organisations to 
continuously test the integrity of transactions, to rapidly identify and solve control issues before profit erosion impacts bottom-line 
performance. 

*��
 �	 ������!!	��!3�*��
 �	�	!���� 
�� ���

Identifying data irregularities and highlighting them to the appropriate individual within the organisation who can investigate the query 
fully is a large and complex task. Monitoring must not be limited to simply investigating large payments to unknown suppliers. There 
are many tests to consider, for example, that a supplier's invoice address does not match that of an employee's, that the person who 

raises the purchase order is not the person who approves the transaction, and likewise employees should not be able to approve their 
own expenses bills or pay rises. 
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While fraud is a serious issue, it is not always malicious intent that causes financial loss. Duplicate invoices sound innocuous, but the 

cost to the business can be detrimental. Invoices can be paid twice due to being logged into the system using different spellings for a 
vendor, a new address or incorrectly inputting information. During times of change, such as mergers, it is highly probable an invoice 
could be sent to the old company address and the new one, with both being processed accordingly. Continuous monitoring can 

highlight similar invoices to be checked before payments are made. One such example is a major UK logistics organisation that 
saved £8m in duplicate and over-payments by implanting continuous monitoring in its payables environment. 

-��	�����4��
 ������������
 4��*���� �����

So, while massive, high profile corporate frauds will continue to grab headlines, the reality of high volume, low value fraudulent 

activities will continue to cause significant management problems for executives tasked with prevention. Add to this the increased 
compliance demands that result in a preoccupation with ticking the regulation box rather than improving financial performance and 
reducing financial risk, financial executives find themselves operating in an increasingly challenging environment. 

The deployment of continuous monitoring technology and an improvement in business processes can actually have a much wider 
impact on the business than simply curbing an unnecessary loss of funds. It will reduce the cost and administrative burdens of regulatory 
compliance, streamline management through the creation of improved internal processes that adhere to best practice guidelines, and 

critically, will deliver a powerful weapon in the war against corporate fraud. 

It is, therefore, somewhat of a conundrum how only 24% of organisations provide full visibility of transactional data to their auditors and 
financial executives, and only 28% conduct daily or weekly audits, but 81% are confident that they are meeting compliance 

requirements. Food for thought, indeed. 
 

1State of the internal audit profession study: Continuous auditing gains momentum, PwC, 2006. 
2Paystream Advisors. 
3Paystream Advisors. 
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This article looks at the basic steps corporates can take to ensure the necessary policies are in place in order to comply 
with anti-money laundering regulations and to protect their businesses. 

For many years financial institutions worldwide have been perfecting their anti-money laundering (AML) processes and procedures. 
More recently, corporations around the globe are getting to grips with mounting levels of regulatory compliance and the issue of AML is 
creeping higher up the corporate agenda. 

Over the past decade, businesses have had to come to grips with new compliance regulations as money laundering operations became 
increasingly sophisticated. Illicit funds from these ventures have been used to not only line the pockets of criminals but also finance acts 
of terrorism. 

The terrorist attacks of 2001 sparked much controversy and acted as a catalyst for AML legislation, as governments realised the 
implications money laundering could have if it continued, unchecked, at its current levels. There were also numerous developments in 
AML software as banks and businesses demanded enhanced technology expertise and solutions to protect themselves from terrorist 

financing links, no matter how unwitting. 

Corporations have traditionally tasked banks with the screening and identifying of suspect financial transactions and dealings. However, 
in today’s current landscape, where brand reputations are at stake, protection is crucial. In response, corporates have taken screening 

processes in-house to quickly identify money launderers and terrorists and make certain scrupulous checks are made. 

2�����������!�

In 2007, the Third EU Money Laundering Directive became operational, providing EU companies with a common basis for implementing 
the revised Financial Action Task Force’s (FATF) recommendations on money laundering. Similarly the US implemented the USA 

PATRIOT Act , which became effective in 2001. However, similar legislation to guide business practices in emerging markets is still 
evolving. 
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Despite this, companies in emerging markets are implementing 
compliance measures because compliant firms are reticent to do 

business with them otherwise. Companies that do not have proper 
AML screening processes in place may unintentionally expose others 
to potential terrorist financing links or other illicit business dealings. 

As firms strive to improve compliance, corporate treasurers and 
compliance officers are on a steep and continuous learning curve. 
Although the roles of the corporate treasurer and compliance officer 

are separate, there are growing instances where the two roles benefit 
from closer cooperation. Working in isolation, the compliance officer 
may not be sympathetic to the needs of the treasurer and might 

implement policy, which could hamper efficiencies. By working 
together they can safeguard their business from money laundering 
initiatives without impacting one another’s role. 

�����!! �������*���� �����

In order to prevent money laundering and drive compliance, 
corporates should take the following precautions: 

 Education and awareness - corporates and staff need to have an 

understanding of regulations that impact their business. They 
must learn how the technologies, solutions and services are best 
used and how policies and procedures affect the future of their 

business.  

 Implement policy correctly - ensure policies are implemented and 
managed effectively within the corporation.  

 Have the right information - use global sanctions and enhanced 
due diligence lists with up-to-date information and be sure to work 
with a provider that is equally focused on both technology and 

comprehensive, accurate data. 

 Carefully select the provider - make sure to have a provider that 
is experienced in managing the data to help drive down the level 

of false positives. 

 Use scalable software - ensure the platform can cope with the 
expanding needs of the business and respond to evolving 

regulatory requirements. 

Corporates need to be aware of the rate at which AML regulations 
evolve. Global caution lists and government sanction lists have long 

been a part of the regulatory due diligence process; providing a 
source of information about existing and new high-risk entities 
involved with money laundering, financial fraud, arms proliferation, 

drug trafficking, collateral crimes and terrorism. These lists include 
the Office of Foreign Assets Control (OFAC), HM Treasury, 
European Union List, United Nations List, Swiss SECO List and 

many more covering most jurisdictions worldwide. 

However, as more sophisticated technology makes it easier for 
terrorists to set up illicit money laundering organisations at an 

increased rate, these caution lists need to be updated more 
frequently. Whereas in the past they used to be revised once a 
month, now they often need to be updated several times each week.�
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With this in mind, it is essential that corporates work closely with their providers to make sure they receive the most up to date 
information. Only by doing this can they ensure effective screening against money launderers, which will not be as certain if they rely 

on those systems provided by banks alone. �

2	��� ��������,�
�������(���
�

Corporates should also delve deeper and incorporate enhanced due diligence (EDD) into their screening processes. Unlike screening for 
sanctioned entities, where doing business means breaking a law, EDD is about risk abatement with respect to customers and employees 

alike. In addition to screening companies, EDD considers certain types of individuals in accordance with their role, position in a 
government or enterprise and access to funds. Politically exposed persons (PEPs) are one such example of a customer group that would 
be flagged by EDD and it would be the corporation’s responsibility to decide whether business or association should continue with such a 

person. 

Corporate treasurers must make sure their compliance technologies incorporate as many up-to-date EDD screening processes as is 
appropriate for their firms’ risk tolerance such as know your customer (KYC) and know your employee (KYE) methodologies. These 

offerings help minimise the risk of money laundering activities as early as possible in the money laundering chain. 

The KYC aspect evaluates records according to several risk factors such as prior convictions, fraudulent histories, personal involvement 
with activities deemed as a security threat or that are linked with individuals alleged to be threats. Similarly, the KYE aspect reviews the 

background of a firm’s employees. It researches prior employment and credit history, personal or business reputation and civil litigation 
cases the prospective employee was party to. 

Given the changing nature of compliance and the potential cost of implementation, corporates need to make sure solutions can cope with 

any future regulations. As threats to the business continue to evolve and become more sophisticated, so must their systems. 

*����	! ���

AML technology is now an embedded aspect of business and will continue to grow in prevalence as more and more industries understand 
the added layer of protection it affords their business in an increasingly turbulent world. As a result, companies who turn to AML need to 

search out those vendors that can supply flexible solutions, capable of being tailored to meet evolving needs as they grow their business 
in order to insulate their brand from all external threats. 

The ability to identify and thus pre-empt threats, both internal and external, is a major step in safeguarding company credentials. As we 

move forward, it will increasingly be the responsibility of the corporate treasurer to champion AML issues along with the compliance officer 
and seek out new ways to safeguard the brand from becoming associated with any entities involved in money laundering. 

�
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Ghosts of Crimes Past and Present will Haunt the Fu ture 


����
�����������������' �� ����������	��� �
"The more things change, the more things stay the same." This old saying holds true when it comes to the different types of fraud 
hitting financial institutions. 

In 2009, institutions were hit from every angle with fraud schemes -- some were old, and some were new variations. Here is a roundup of 
the 10 predominant types of fraud that institutions and their customers can expect to see in 2010, according to industry experts. 

����*0�����5  �������!����-��	��

The attacks against small and medium businesses in the ACH channel in 2009 were a wake-up call to institutions for the New Year. 

Businesses and institutions alike suffer when fraudsters penetrate and pilfer accounts via hacking into electronic transactions. 

"It started in earnest in 2009 and will only get worse in 2010 until banks put effective controls and fraud detection in place," says Gartner 
analyst Avivah Litan. "It is hard to tune fraud detection systems to detect this fraud in a timely manner -- especially wire fraud, since the 

data in a wire transfer instruction is not structured," she says. But good fraud detection systems can catch most of this activity. 
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The level of protection provided transaction processing networks is often overlooked by institutions when it comes to servers outside of the 
"protected networks," says Mike Urban, Fraud Director at Fair Isaac, the provider of FICO credit scoring. 

"I've seen this particularly with vendor-managed servers where their security standards may not be at the level practiced by the institution 

where they are deployed, including password management and patch management," Urban says. Identifying and managing all devices on 
corporate networks and protected transactional networks are critical to reducing the attack surface and eliminating weak links, he stresses. 

&�������6 �� ���

There have been multiple stories this year in the U.S. about ATM skimming crimes. Experts say this particular form of fraud will 

continue to grow, as criminals are targeting U.S. financial institutions with technologies shared from Eastern Europe. "We should also 
expect that other ATM frauds such as card or cash trapping and lower quality skimming devices will continue to be a problem," notes 
Fair Isaac's Urban. Criminals will also keep pressure on older point of sale (POS) terminals that are not PCI compliant, he adds. 

+��*��� 
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The bad economy has given rise to many types of fraud in the past couple of years, but credit "bust-outs" have been around for some 
time. This fraud type made the list earlier this year, but Debra Geister, Director, Fraud Prevention & Compliance Solutions at Lexis-
Nexis, says the trend is still very much active in any bank she's talking with now. "By definition, credit bust-out schemes are a 

combination of a credit and fraud problem, although many organisations are not always sure where the losses sit -- or who might be 
the party responsible," Geister says. 

Fair Isaac's Urban sees this as "first-party fraud," where criminals create accounts and build credibility as a customer with a financial 

institution, and then "bust out" the accounts once they are fully leveraged. And it may spill over to financially pressured consumers, "who 
may get caught up in this type fraud with high unemployment and benefits starting to run out," Urban says. 

���:�� �
 ��!�����( !( �����(���!�

There have been many phishing attacks against financial institutions in 2009, so much that the Anti Phishing Working Group cites a 600 

percent increase in overall phishing attacks over 2008. But there are more insidious types of attacks hitting institutions and their customers 
now, say experts. 

Fair Isaac's Urban says businesses will be targeted with spear phishing and hacking efforts to compromise online banking credentials. 

Why they're targeting businesses, he says, is because "Criminals can then target those accounts and initiate money transfers via wires or 
ACH to steal large sums of money at once or over time." Business checks will also be targeted in counterfeit check scams, he adds. 

There is a increased level of sophistication being seen in the phishing attacks, says Ori Eisen, former worldwide fraud director for 

American Express, now head of 41st Parameter, a fraud solution company. Eisen sees increased sophistication in phishing and use of 
SMShing attacks, similar to the text phishing attacks that have been circulating around the country, hitting banks and credit unions. 

"Fraudsters are using more realistic emails and other points of contact to try to entice credentials from victims," Eisen notes, including the 

SMS approach. SMS was considered to be a solution to unauthorised account access, Eisen says, "Since it was assumed sending a one-
time use password to a cell phone would cause a challenge for fraudsters trying to gain access to accounts." Instead, it has begun to offer 
them a new way to scrape credentials. "This happens because customers don't expect to be targeted in this way and have accepted the 

practice as safe when they see a message that appears to be from their bank," Eisen says. 

;��*(��6�-��	������ !��

It seems that everyone is using debit and check cards these days, and although paper check volumes are continuing to fall, Urban says 
the dollar losses to check fraud continue to rise. "Online banking account compromises contribute to check fraud when criminals can see 

cleared check images and identify sequence numbers," he says. One reason for the continued proliferation of this fraud is that there is 
easier access to check paper stock and cheaper printers and scanners to create fakes. 

Eisen says one area institutions should look to lock down is the check image viewing online ability for customers. "It's a one-stop shop for 

data harvesting. Online checks offer visibility to an unauthorised view the account number, personal information including the social 
security number (on checks in 19 states)."�

�

 

 



�

�����������	 �

�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�

��������	�
����
���� � �

<��,�! ����*� ��!�

This year has witnessed several widely publicised insider fraud crimes uncovered at institutions, and next year doesn't look any better. 
Tom Wills, Security and Fraud senior analyst at Javelin Research, sees the definition of "insider" has expanded as a wider variety of 
parties interact with institutions via their computer network. "RSA calls this the 'hyperextended enterprise,'" Wills notes. An insider can be 

thought of as anyone with authorised access to the bank's network resources, Wills stresses, "Not only employees and contractors of the 
institution, but those of suppliers and partners as well." 

Internal fraud will continue at institutions and their partners, adds Fair Isaac's Urban, "where key information is compromised and used for 

personal use or sold to criminals who will perpetrate fraud on the institution or its customers." Many of these schemes will fall apart in a 
similar manner to the investment schemes over the last year, when financially pressured consumers are more diligent monitoring their 
accounts or come in looking to withdraw the money from those accounts. 

=����� ����(���!�

With nearly every bank and credit union throwing their hat into the mobile banking ring, the threat of mobile phone fraud is cause for 
concern. This crime is still in its infancy, but experts expect the risk will increase as malware applications are designed and spread onto 
mobile devices. Urban sees the most likely way fraudsters will target the mobile phones are through Trojans. "These Trojans will 

compromise information on the phones which may include online banking account information as well as other data stored on the phone. 
These compromises will be similar to the attacks on computers," Urban says. The major difference will be the sheer number of mobile 
devices and operating systems in the market today, as compared to a dominant computer operating system, such as Microsoft Windows. 

Another reason to fear mobile phone fraud is that anti-virus and anti-malware applications are not as mature on mobile devices as they are 
on computers. 

>��%�� ������� ��
 ��!�

The ease of customer applications over the web comes with another set of headaches: Application fraud, which experts see as a growing 

area for criminals. Lexis-Nexis' Geister says that alternative channel application crimes, including the Internet, Kiosk and point of sale 
channels, "are continuing to drive nearly 50 percent of application frauds since criminals are finding ways to skirt around the even the most 
sophisticated controls." 

The ease of online account opening makes the creation of "cash repositories" easy and convenient for criminals, adds Eisen. Many times 
they will use multiple accounts to keep balances from becoming suspicious, he adds. Criminals are also using online applications to create 
"valid" identities for future activity.�

�"������� ��*���!�

The gift card market has always been a target for criminals say, and prepaid cards will continue to be purchased fraudulently with 
compromised credit cards, says Fair Isaac's Urban. "The absence of an indicator in the transaction message means a prepaid card 
purchase cannot be identified during authorisation," he notes. The purchase of prepaid cards with stolen credit cards is an optimal way for 

criminals to get their hands on what they really want - cash. 

Another more recent scam is where criminals will steal prepaid cards from the j-hooks at retail stores, chemically wash off the printed card 
number, emboss the card with information from a compromised card, and then erase the mag stripe. "They then will use the card and 

have the cashier key the transaction after the terminal swipe fails," Urban says. 
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The FulcrumWay GRCM onitor  is the latest addition to Prodigy's 
group of Business Assurance products. FulcrumWay Segregation of Duties 
(SOD) Software Services segregates access privileges within your ERP 
system and restricts sensitive data access to privileged users by employing a 
violations management engine, GRCMonitor, to scan user access using the 
security structure of your ERP system. GRCMonitor identifies users and their 
role assignments that violate one or more SOD policies. It enables your 
compliance, risk and IT teams to automate SOD risk assessments and 
changes, monitor role assignments and responsibilities, as well as detect, 
correct and prevent access violations. 

For more information, please email us at enquiry@prodigy-group.com 
 

Prodigy will be hosting the Intermediate level of ACL Certification Exam in the 
following countries: Singapore, Malaysia and Hong Kong. 

The ACL Certification Program sets the industry benchmark for technical 
proficiency and professional expertise in using ACL software. ACL 
Certification evaluates and recognises your ability to integrate ACL 
technology into financial analyses and business processes. Earning the ACL 
Certified Data Analyst (ACDA) designation also enhances your professional 
development, validating your technical skills and the performance standards 
you bring to address key business challenges.  

This closed-book, day-long exam is based on the most current version of 
ACL, and is divided into two components: a Knowledge Inventory  and a 
comprehensive Case Study . The Intermediate level of ACL Certification is 
based on the ACL 100 and ACL 200 level courses. It is strongly 
recommended that you complete these courses prior to testing for the 
exam.   

For more information, please email us at enquiry@prodigy-group.com 
 

ACL Certification Exam  
�
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Upcoming Conferences 

The Prodigy Group will be participating in the following 
upcoming events: 
 
Exhibitor: 

Best Practices in Internal Audit Conference  

Date:  1-2 February (Hong Kong), 4-5 February 
(Singapore) 

Venue:  The Excelsior, Hong Kong & Sheraton Towers 
Singapore 

Theme:  Adding Value to Business through Effective 
Governance, Risk Management & Compliance 

Sponsor: 

ISACA PNG 

Date:  29th March 2010 

Venue:  Crown Plaza, Port Moresby 

Theme:  Risk – The Underlying Factor 

 

We look forward to meeting you at the conferences! 
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Contribute an Article & Get Rewarded ! 

Calling out to all Newsbyte readers! Simply submit an article and if it gets 
published in the next issue of Newsbyte, you receive a prize! Articles can 
revolve around the topics of Continuous Control Monitoring, Fraud Detection 
& Prevention, Business Assurance, Compliance or any topic of interests. 
 
Hurry send in your article now! 
 
 
 

Thank You for Visiting Us  

We would like to thank all customers and visitors who 
had visited our booth during the following events: 

 IIA Indonesia 2009 National Conference  held at 
Hyatt Regency Hotel, Bandung from 2-3 November 
2009. 

 TACS 2009 held at Orchard Parade Hotel, 
Singapore from 5-6 November 2009. 

To view photos taken during the events, please visit our 
Event Gallery  at  
www.prodigy-group.com/community.php.�
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Perform 100% audit with the  
latest release of AuditExchange!  

Lack of resources in terms of manpower and budget is a problem commonly 

faced by internal auditors when planning the audit cycle. Confidence in the 
integrity of the data is often compromised as a result.  

 To solve the frustrations of both auditors and business stakeholders, ACL 

has released the AX2.0 and it offers a lot more than just analytics. This 
latest release contains several enhancements to provide a deeper level of 
insight into the integrity of your business! 

4 Key Capabilities of AX2: 

·  Centrally manage all audit content regardless of file type 

·  Make data analysis easier and more accessible to all team members 

·  Implement continuous auditing and monitoring more easily 

·  Close the loop – distribute, track and escalate exceptions 

 Highlights of AX2: 

·  Enhanced security allows you to better restrict repository content, 
even in the library 

·  Any user can now also perform basic analysis using a simple web-
based interface 

·  Store all types of file in the repository, allowing you to centrally 
manage all audit content anywhere, anytime 

·  Open from and save to the repository directly from MS Word, Excel, 
and PowerPoint documents 

·  Create powerful interactive server-based scripts using a new set of 
analytic declarations created just for AX2 

·  Easily schedule analytics to run on the server, and monitor the status 
of scheduled jobs 

·  Supports the 3 phases of continuous auditing / continuous 
monitoring: automated data extraction, automated analysis and 
exception management 

·  Push exceptions out to the business area through a web-based 
system, and set workflow over those exceptions to ensure follow-up 
occurs quickly 

 
AX 2.0 takes your audit to a higher level and promotes efficiency throughout 
the audit cycle. Auditing has never been so easy! Find out more about AX 
2.0 by visiting acl.com/ax2demo or email us at enquiry@prodigy-group.com 

today! 
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�������� �Latest Release of KnowRisk - V2.11 

KnowRisk V2.11 is now released for general 
availability! Here is a summary of the new features and 
improvements in V2.11. 
  
New Features  

·  Trend reports 
·  Historical reports 
·  Colours and filters in reports 
·  Risk Grid / Heat Map reporting 
·  Audit Log Browser 
·  KnowRisk Forms Expressions 

 
Improvements  

·  Enhanced lists in KnowRisk Forms 

·  Amending KnowledgeBase data in KnowRisk Forms 

·  Editing Item Link fields in KnowRisk Forms 

·  Closing KnowRisk Forms 

·  Customising searches in KnowRisk Forms 

·  KnowRisk API improvements 

 

For more information on KnowRisk V2.11, contact our 
Business Consultants at enquiry@prodigy-group.com. 
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Prodigy will be offering the following new ACL training 
courses. These courses will be conducted on-site.  
  
ACL 252 –  Using ACL to Detect Fraud 

ACL 255 –  Using ACL to Test Internal Controls 
Supporting SOX 404 Compliance 

ACL 260 –  Using ACL to Test Internal Controls: 
Supporting Controls & Regulatory Compliance 

ACL 291 –  Developing Your ACL Procedures: A 
Custom Workshop 

ACL 292 –  A Custom Workshop for AuditExchange 

ACL 401 –  Informatica PowerCenter 8 Level 1 
Developer 

ACL 501 –  Understanding ACL: A Manager’s 
Perspective 

 

For more information, contact us at  

enquiry@prodigy-group.com. 
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