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Widespread fraud growing in world’s manufacturing h ub

A major survey of global executives has found that physical theft (41 per cent) is the most common problem for companies in Asia,
followed by information theft (31 per cent) and regulatory or compliance breaches (28 per cent).

Globally, the average company loss to fraud has increased by 22 per cent, largely driven by the credit crunch and tough economic climate.
Companies lost an average of US$8.2 million to fraud in the past three years, compared to last year's US $7.6 million.

The trends and figures are from a survey that risk consulting company Kroll commissioned from The Economist Intelligence Unit of 890
senior executives worldwide. Thirty per cent of the respondents were based in the Asia-pacific, one-third in North and South America,
slightly more than a quarter in Europe and 11 per cent in the Middle East and Africa.

More than four out of five companies surveyed (85 per cent) have suffered from corporate fraud in the past three years, up from 80 per
centin last year’s survey. For larger companies the proportion suffering from fraud rose to 90 per cent.

The survey found that the construction and natural resources sectors suffered the most incidents of fraud, due partly to high oil prices and
an industry shift to higher-risk areas.

Healthcare, pharmaceuticals and biotechnology saw an increase in problems with corruption and theft of stocks or assets, while travel,
leisure and transportation reported increases in regulatory and compliance breaches and information theft or loss.

The most common type of fraud amongst financial services firms is breach of regulatory compliance, a growing problem which, the report
said, “receives too little attention”. Compliance breaches continue to plague this highly regulated industry with 44 per cent of financial
service firms in Asia affected by such fraud in the past three years.

Respondents in Asia feel most vulnerable to the threat of information theft (71 per cent) followed by regulatory or compliances breaches
(58 per cent) and vendor, supplier or procurement fraud (56 per cent).



Anne Tiedemann, regional managing director for Kroll's operations in
Asia, said that the findings showed that fraud was not only widespread,
but also growing.

“We expect to see this increase further as conditions become tougher
for business and the full impact of the credit crunch unfolds,
“ Tiedemann said .“When you look into the causes of fraud, companies
that cited high staff turnover or weak internal controls suffered much
higher levels of fraud - in almost every case increasing their exposure
by one-and-a-half times. Companies need to look carefully at how they
can address these issues to reduce their risk to fraud and improve their
business operations.”

Sharon McCarthy, Kroll's associate managing director in Hong Kong,
said Asia as the manufacturing hub of the world and procurement fraud
was unfortunately a common problem.

“Procurement personnel in Asia operate independently, are responsible
for spending large amounts of money and are usually responsible for
inventory safekeeping,” McCarthy said. “There is a large amount of trust
placed upon them and the opportunity to make some extra money by
illegal means is often too much of a temptation."
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The major credit card issuers created PCl (Payment Card Industry)
compliance standards to protect personal information and ensure
security when transactions are processed using a payment card. All
members of the payment card industry (financial institutions, credit card
companies and merchants) must comply with these standards if they
want to accept credit cards. Failure to meet compliance standards can
result in fines from credit card companies and banks and even the loss
of the ability to process credit cards.

There are six categories of PCI standards that must be met in order
for a retailer to be deemed compliant.
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This standard refers to the actual network that cardholder data is
exposed to. In the case of an online business, the most obvious
vulnerability for this standard is the web server. Luckily, most hosting
companies take responsibility for ensuring the security of their networks.
However, there is more to this standard than meets the eye. Do you
keep cardholder data (even just names) on a laptop that you use on
public networks? Does your office network have a firewall installed and
reasonable security measures in place?

In short, whenever any personal information about a cardholder is
stored on a computer (which is also connected to a network), that
computer is behind a firewall and all reasonable measures have been
taken to protect that particular network.

ACL Tips
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When using ACL Commands, a dialog window appears to
allow for various parameters to be entered (where
appropriate). In this dialog window, you will see a “MAIN”"
tab and a “MORE” tab. Clicking on the “MORE” tab
reveals a “Scope” section which also includes “WHILE”
button and text field. You may insert any expression there
and ACL will perform the command as long as the
expression inside “WHILE” is TRUE.

Back at the Main tab, the “IF” button and text field
similarly allows you to insert any expression. However,
with the “IF” expression, ACL will filter all the data that fits
the expression condition before it performs the particular
Command.
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E.g. Lets use the “TOTAL” command to demonstrate.
Enter “Type = IN” in the Main tab under the “IF” text field.
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The result 525,259.16 is displayed.



This category focuses on how cardholder data is stored and
transmitted. Business owners that choose to store cardholder
information have an obligation to protect that data. Protecting
information means that not everyone can access that it. Businesses
that store actual credit card numbers will often store them as
encrypted data, so that even if someone got access to the database
they still could not decipher the information in it.

Ecommerce businesses need to be especially critical of the way that
cardholder data is transmitted. When a customer makes a purchase on
a website, his/her cardholder information is sent across the Internet.
During that transmission, cardholder data must be encrypted with at
least a 128 bit SSL certificate in order to meet this standard.
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This one is relatively simple, and translates to keeping up to date with
your systems. Vulnerability exposure can be minimised by regularly
updating computer hardware, operating systems and software.
Keeping up to date anti-virus software, as well as running regular virus
scans, is another requirement to meet this standard if your systems
are susceptible to such vulnerabilities.

Implement Strong Access Control Measures

The most exploited breach in security is the human element, which is
harder to protect. Part of meeting PCI compliance means limiting
access to cardholder data to only those persons that need to use it. In
addition to restricting physical access to cardholder information,
business owners are also responsible for assigning a unique
identification to each person that does have access.
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Networks that store cardholder data be monitored and tested regularly.
Regular scans of security measures and processes, monitoring and
tracking of network access to cardholder data are required to satisfy this
standard. Consider signing up for a security testing and auditing service,
such as ScanAlert's Hacker Safe program, which can help you to
identify and fix potential security problems as they arise.
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Considering that humans are generally the easiest part of a system to
hack, and also that ignorance does not relieve liability, it's important to
draft and implement a company-wide information security policy. Make
sure that your employees know and understand their responsibilities
with regards to cardholder data before it becomes an issue.

The first step in PCI compliance is to meet the above standards. Credit
card companies and financial institutions validate that vendors are
abiding by the regulations, giving them ratings based on their volume of
transactions. The rating that a company receives determines the
process that they must go through in order to be validated. Next month,
we'll take a look at the four validation ratings, and what each rating
means to a company.
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Command: TOTAL FIELDS amount IF type = "IN"

If Condition: type = "IN" (588 records matched)

Under the “MORE” tab, enter “amount<1000.00” in the

“WHILE” text field.
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The result -67.91 is displayed.
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Command: TOTAL FIELDS amount WHILE amount < 1000.00

If we were to put an expression in both the “IF”

and “WHILE” columns, which expression will be evaluated

first? The result 406.
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From the results above, we can see that the “IF”
expression will be evaluated first followed by the “WHILE”

expression.
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Greater risk than viruses, spam, spyware or phishing

.

Data leaks are catching up with viruses as the worst IT headache for companies in the US, UK,
Germany and Japan, new research claimed today.

A Trend Micro poll of 1,600 corporate end users revealed the loss of proprietary company data
and information as the second most serious threat at work after viruses.

While six per cent of end users admitted to having leaked company information, 16 per cent
believe that other employees caused data leaks.

46 per cent of companies do not
currently have a policy to
prevent data leaks

End users in the US, UK and Germany are more likely to admit to leaking company data, either
intentionally or accidentally, than end users in Japan.

Respondents in the US perceive themselves as slightly savvier when it comes to confidentiality.

Some 74 per cent of US respondents said that they know what type of company data is
confidential and proprietary, compared to 67 per cent in the UK, 68 per cent in Germany
and only 40 per cent in Japan.

On the other hand, end users at large companies in Japan are more aware of what type of
company data is confidential compared to end users at smaller organisations.

Mobile users are also more confident. In the US, for example, 79 per cent of mobile end
users said that they know what is classified information, compared to 69 per cent of
desktop computer users.

The study also found that 46 per cent of companies do not currently have a policy to prevent data leaks.
Companies in Germany and Japan are more likely than their UK counterparts to implement data leak prevention policies.
In all countries surveyed, large organisations are more likely to have preventative policies in place than small companies.

Among end users whose company currently has a policy to prevent data leakage, 70 per cent of US end users have received training
compared to 57 per cent in the UK.

In all countries surveyed, installation and use of security software are the most common actions taken to combat data leakage.

"The survey highlights some key challenges, including user education, inadequate security policies and the broad brush access rights
typical in many enterprises today," said Rik Ferguson, solutions architect at Trend Micro.

"All too often employees simply do not know which information is confidential, within the remit of public domain or of restricted distribution.
"Even if the regulations were clear, employees are often unaware of the corporate policy around such information."

Ferguson added that the majority of data leaks happen from within, either by accident or design, by valid users who have access to the
data within a corporate network.

"This can trigger fines, litigation, brand damage and bad press, so it is no surprise that data leaks are becoming such an important issue
for companies.”
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In the past, organisations have focused their security efforts on stopping external threats by deploying an array of security solutions,
including firewalls, IDSs/IPSs, antivirus software, DoS prevention systems, secure router configurations, and vulnerability scanners.
Centralised security solutions evolved when network managers were becoming overwhelmed with volumes of diverse event data
generated by these solutions. These solutions allowed organisations to process the vast number of data sources, and records and give
a view of external threats that they were facing. This often included correlating events across multiple sources. However despite the
massive perimeter investment to secure the edge of the enterprise, the rate of security breaches rose by 32% when Q1 & 2 of 2006 was
compared with the same quarters in 2007."

In part, despite the huge investment made in these security technologies, data leakage and inappropriate user activity from inside the
enterprise has become a much more complex challenge, forcing organisations to reconsider their approach to managing risk from the
inside.

Furthermore with the evolution of compliance many organisations not only must secure from leakage, but must be able to prove that
they are keeping sensitive/high value data secure, and away from employees who do not need to view that data, and be able to
demonstrate the integrity of the reported information. The best example of data privacy is HIPAA (security of personal health records in
the US), which defines how people's health records must be kept private in all forms (computer or paper).
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Inside threats are the most difficult security threats to resolve. Why? Because identifying the motives of those behind interior threats
present particular challenges to security organisations as defining legitimate/illegitimate access is very difficult to define by employee.
Individuals sometimes deliberately try to access proprietary data, while others inadvertently access and even unintentionally
distribute sensitive information. Additionally, given the sheer volume of internal data transactions, prioritising the real threats without
an automated solution is virtually impossible. However the fraudsters have already identified a path of least resistance, which is to
access the data directly at the database using an employee or their access method. Given that most databases in the enterprise do
not have meaningful security turned on, data level access is unmonitored and difficult to trace.
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Organisations are required to capture, monitor, and audit an overwhelming amount of data in order to effectively manage risk and
maintain regulatory compliance. Database tracking programs typically collect all activities into transaction logs without applying
filters, leaving a massive data repository to manually review. Yet even when companies take the initiative to manually turn on, on
database logging, to attempt to analyse logs and user activity, they typically fall short due to the volumes of events and the resulting
lack of timely, comprehensive reporting, not to mention the significant impact on database performance, or the resultant cost of
qualifying such changes with very scarce resources. Ultimately, they find it impossible to accurately and cost-effectively identify and
mitigate insider threats at this layer.
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An effective data intrusion detection solution gives organisations a formidable defence strategy that even the most determined, malicious
threats cannot outsmart. It provides organisations with accessibility to contextual information and offers insight on real-time access to the
data whatever access method is used. The bi-product of the access analysis should be a comprehensive log that can be analysed for
trends via a flexible reporting system. With such rich data being fed into the reporting database, reporting on compliance such as PCI,
Sarbanes-Oxley or HIPAA becomes straightforward. The objective of any organisation when faced with compliance should be to
generate the business value that compliance is designed to give - enhanced data security and integrity, not just tick a box and generate
a significant cost to the organisation.

With the right solution, organisations can demonstrate the effectiveness of controls on compliance-related data. Additionally, they can
proactively monitor user activity of applications and databases - rather than exhausting resources on the impossible task of trying to
manually review data logs, which at best results in reacting to security incidents well after the fact. Companies can also implement a
standard, repeatable, and auditable incident resolution workflow that manages log data in real time.
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To effectively safeguard data and ensure compliance, organisations need to identify and remediate threats from outside and inside the
organisation. Today's proven technology can effectively meet this security challenge, as long as the solution is equipped for battle and
able to implement the following 10 strategies for combating inside attacks on a database:

1. Monitor internal activity and identify internal threats. Ensure data security by monitoring all access paths to sensitive
corporate and customer data.

2. Perform inside threat and penetration forensics. Obtain continuous, real-time logging of all SQL and HTTP activity and
monitor logins, logouts, failed login attempts as well as unauthorised access.

3. Be able to rapidly identify suspicious activities and recurring patterns of malicious activity. Identify activities such as
questionable access to databases, devices, or applications, attempts to alter or delete database files, and installation
of malicious software.

4. Obtain real-time, actionable information on inside threats. Track all requests and response activities of users and
applications, capture login and other activity metrics, and provide policy-driven alerts.

5. Ensure relevant regulatory controls are in place and that the system is collecting the appropriate data needed for
audits. Address regulatory compliance and audit requirements that require database and user activity monitoring to
demonstrate controls and document specific activities.

6. Monitor database activity without impacting system performance. Employ a solution that can monitor database activity
from a dedicated network appliance so that detailed traffic analysis and entire user sessions can be captured without
any performance impact.

7. Obtain comprehensive reporting on security posture and suspicious activity. A comprehensive reporting solution can
provide the entire security organisation with timely, relevant information on insider risk levels and overall security
posture.

8. Allow visibility into risk levels and activities. Utilise a product that features inside threat dashboards to allow all security
stakeholders to easily track inside risk levels and activity, and assess the impact of insider incidents on business
continuity.

9. Implement a customisable alerting strategy that ensures the right people have the information they need. Establish an
alerting program that uses multiple alerting mechanisms.

10. Employ a cost-effective, low risk to deploy, manageable security solution. Reduce the cost of risk management and
compliance by utilising predefined rules and reports, privacy-friendly logging features, and encrypted, time-stamped
files.

A multi-layered, yet centralised, approach is critical to ensure that all activities that touch important data at the core of the organisation
are monitored. With the right data layer solution and OS monitoring, organisations are empowered with the critical centralised command
and control needed for optimal security, which moves well beyond simply identifying which threats have occurred. Companies can
become proactively involved during an access incident, and take appropriate actions to stop the breach before it becomes a data leak or
worse.

As the value of data increases, and data fraud evolves,
protecting the information stored on your database is becoming
increasingly critical. Since organisations have so many access
points and even insiders can't be trusted, protecting the data is

e L ) Do you know you can use any contiguous or
more difficult then ever. Therefore, organisations need to find a Y y y g

discontiguous selection for most operations including but

solution that can identify and differentiate erroneous access not limited to: drag and drop, clipboard, expand and
from legitimate access and initiate the appropriate action before collapse, refresh, reporting and delete.

the access causes wide damage to the organisation. This

solution also needs to not be on the same platform as the Do you know you can perform any changes you want to a

read-only database, or single profile file, but you will be
prompted to save them under a different file name.

database in order to avoid performance impact to the database.
Organisations need to look at network-based database
monitoring tools to get a simple to implement but highly
effective solution to protect their data.
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IT Governance 2009 & 5 " Asia Pacific
Audit & Governance Summit 2009

The Prodigy Group is proud to be one of the sponsors
for the following upcoming events:

IT Governance 2009

Date: 26" — 27" May 2009

Venue: Sheraton Subang Hotel & Towers, Subang Jaya,
Malaysia.

Theme: Value and Relevance of IT Governance in
Challenging Times

5" Asia Pacific Audit & Governance Summit 2009

Date: 2-3 June 2009
Venue: JW Marriott Hotel, Kuala Lumpur, Malaysia
Theme: Our Role in The Road to Recovery

We look forward to meeting you at the conferences!

ISACA Manila 2009

We would like to thank all customers and visitors who
had visited our booth during the ISACA Manila
conference held at Renaissance Hotel, Makati City,
Philippines from 14™ -15™ April 2009.

Venue Host & Speakers Wanted
ACL User Group Meeting (Philippines)

We are in the midst of planning the next ACL User Group
meeting in Philippines, and would like to invite any
interested customers to be the host for this event. At the
same time, we would also like to extend our invitation to
users who wish to share their experiences in ACL
implementation at the meeting. For more information,
email us at * 0%

Latest Release:

ACL Starter Pack General Use Scripts Now
Available for Download!

The Starter Pack, part of ACL Analytic Essentials, is now available for all
licensed and supported AuditExchange customers as a free download from
the Support Center. This plug-and-play package consists of easy-to-use,
time-saving general use analytics that can be used in numerous audit
situations (i.e. identify records that have unusually high/low values as
compared to the average) and applied to several different data types.

The Starter Pack analytics have been designed and built around some of
the most common audit functions. Utilitarian in nature, they have universal
application. The analytics will enable you to conduct more efficient,
consistent and comprehensive audits in AuditExchange.

The Starter Pack scripts will enable you and your team to accomplish more
complicated tasks such as Joins and even number and high-value
transactions easily.

Built with the ability to run interactively or automatically, the Start Pack
includes the following analytic scripts:

Split Transactions, Transaction Aging, High Standard Deviation, Suspicious
Date Range, Incorrect Totals, Fuzzy Name Matches, Transaction Volume
Summary, Even Dollar Transactions, Matched Joins, Duplicate
Transactions.

Download the Starter Pack at:
www.acl.com/supportcenter/downloads
Note: Your ACL Serial Number is required for registration at the support

center.

For more information, please contact the Global Help Desk at
support@acl.com

The ACL Impact Award 2009

The ACL Impact Award, linked with Connections, the ACL Global User
Conference, is launched again this year for the 12th year running. All ACL
users are encouraged to participate in this program. All entrants are
required to complete a short Entry Form describing how they have utilised
ACL technology. No data or ACL software files are required. Awards are
divided into the categories noted below. Applicants may apply in more than
one category. All entries received by the deadline of May 8, 2009 will be
considered for the Grand Prize and Regional Awards.

For more information, check out:
www.prodigy-group.com/news_events.php
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Prodigy to deliver

is pleased
solution suite for all your IT & IS Audit needs.

a complete

SenSage: A log management solution that provides
automated collection, storage, correlation and reporting to
allow organisations to effectively monitor, report and
investigate activity and events from thousands of different log
sources throughout the enterprise.

iIMPERVA: iMPERVA provides auditors with audit trials of
user activities without the need to turn on the native logs of the
databases.This will remove the load on the application server
and therefore database auditing can be done without any
impact on performance.

Skybox Security: Skybox security provides application and
database scanners that will result in a single, centralised and
normalised view of all vulnerabilities. These test are done
periodic and automated therefore vulnerabilities can be

established and the gaps can be patched.
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Contact our Business Consultants today for more information
on our new IT & IS Security solutions!

Websense: A Data Loss Prevention (DLP) solution designed to
protect customer information, intellectual property, and enforce
and report on regulatory compliance. Websense automatically
discovers confidential data, monitors its use, and enables
administrators to create and implement content enforcement
policies.

Intelli nx: Intellinx software provides first-of-its kind cross-
platform insider threat intelligences system for auditing and data
leakage detection. Armed with the capabilities to track and zoom-in
on all end-user activities with all the central applications, the
system identifies exceptions and triggers instant alerts on
suspicious events in real time, thereby reducing potential
operational risk and fraud losses.
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