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Issue 26 Feb 2009 – Apr 2009 

There's been lots of talk and little action on the Payment Card Industry data security standard compliance. In Hong Kong, there's a 
feeling that PCI-looming so terrifyingly just a few months ago-has been "dealt with." No, it hasn't, and Hong Kong businesses need to 
take it seriously.  

In late October I attended the PCI Community Meeting in Brussels, and here's the current (and very much unofficial FAQ) about the 
current state of PCI compliance for Hong Kong businesses. 
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No. Payment brands are driving banks to demand their merchants comply with PCI. Sheer weight of numbers has allowed the Asia-
Pacific region to drop off the radar temporarily as the USA and Europe got sorted out, but we haven't been forgotten. A-Pac banks are 
readying themselves to start introducing compliance across the region. 

Make no mistake: if your business accepts, processes or stores payment card information then you will, at some point, need to be 
compliant. 

We're seeing various estimates for deadlines, ranging from "right now" for some American Express merchants to Q4 2009 for others. 
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Version 1.2 of the DSS was published on October 1 2008, but new requirements have been added. Existing requirements have been 
clarified. The onerous and irritating requirement 6.6 (which mandated code-review or web application firewalls for any custom web 
applications that handle cardholder data) has been watered down to permit quicker and cheaper vulnerability assessments as an 
alternative. 

The only area of the revised standard that might cause some plans to be rewritten concerns the use of wireless networks. Next year, 
no new WEP installations will be allowed in PCI-compliant environments. The year after that, the old WEP installations must be 
removed as well. Given how easily WEP can be compromised, this is not a bad thing. 
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Step 3: By default, the “Show Right Edge of Page” option 
is checked. To remove the Page Break, uncheck the 
option and click "OK" to save your settings. You will not 
see the dotted line anymore. 
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The PCI Security Standards Council have now implemented a fixed 
and predictable two-year lifecycle for the DSS. Hence we'll be seeing 
the next release around October 2010. 
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Sorry, that's not correct. Even if you have only tangential connections 
with payment card information, you probably have to be compliant. 
The good news: you won't have to comply with the whole standard-
possibly as few as 38 requirements out of 226, and most of those will 
be straightforward things that you probably already do. But DO NOT 
assume you don't need PCI. Double-check.�

,
����
��
����
�!�-.//01!�-23//01�&�1���*��
�)
-4�

1�!�&&�����
��������

��� !�����
��+�

Unfortunately, that's not the case. At this time, payment brands will not 
accept any other certification against a standard as an alternative to 
compliance with the PCI DSS. 
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Will you be compelled to comply? Nobody really knows, as this is a 
decision made by individual payment brands based on individual 
circumstances. 

But if you don't comply, you may be fined. Your payment brands 
probably won't accept liability for the consequences of any data 
breaches, leaving you to foot the bill. And in extreme cases, you could 
possibly lose the ability to accept payment cards altogether. 

Always remember that the cost of cleaning up after a payment-card-
related security breach is orders of magnitude higher than the cost of 
achieving compliance. 
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The PCI data security standard is remarkably sensible and thorough 
security advice that has been expressed in a way that captures the 
intent and objectives of the control, rather than simply a list of 
technical prescriptions. 

In other words, you'll probably find that you're already compliant with 
much of it.  

Also, it's mandatory compliance. And the parts you aren't doing...well, 
you probably should be. The best reason for implementing the 
standard is that it will help protect your customers' data, their 
payments to you, and the reputation of your business. 
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Inform yourself by consulting sites like 
http://www.pcicomplianceguide.org/ and 
https://www.pcisecuritystandards.org/ 
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Whenever you open a project and click to open a table 
from the Project Navigator, you will see your data 
displayed in a table. 

Here is a tip on how to remove what most people call “the 
dotted line”, which is essentially referred to as the Page 
Break.  
�

Step 1:  Click on “TOOLS” and select the “OPTIONS” 
command. 

Step 2:  At the “OPTIONS” box, click on the “VIEW” tab. 
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To display the dotted line again, repeat the above steps 
and check the “Show Right Edge of Page” option. 
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Experts continue to emphasise the importance of act ively 
protecting data from misuse. �

Despite the steady decline in the number of checks written over the 
past few years, check fraud continues to be a major concern for banks 
and retailers. One of the benefits arising from the adoption of Check 
21 that can help improve fraud prevention is part of the image 
exchange and archive process.  

Currently, image exchange and archiving offers many advantages, 
including cost reductions in storing and delivering check images versus 
their physical documents. Additionally, float time is also reduced, 
resulting in improved availability of funds, and a reduction in the risk of 
lost items and, more important, the risk of fraud. However, the full 
benefits of image exchange and archiving have not yet been fully 
exploited for fraud-prevention purposes.  

When banks and financial institutions use a common, shared image 
archive service or facility, fraud detection tools can be applied not only 
to "on-us" checks, but to all check images if the images are shared 
among members. This shared service or facility opens up a multitude of 
opportunities for members to combat fraud on a whole new level. Banks 
can verify the authenticity of checks at the time of acceptance at the 
branch level, or even at the point of sale, which would significantly 
reduce the time it takes to determine if a check is fraudulent, implement 
follow-up procedures for suspects or even be able to decline the 
acceptance of a check.  

When a check is received by a bank or retailer, technology would be 
able to look up reference images in the centralised database to examine 
the authenticity of the check and prevent signature forgery or 
counterfeits. Signature and check stock verification technologies can 
process the image of the check quickly and efficiently to identify 
suspicious items. The technology also offers the benefit of improving 
customer service and satisfaction by enabling banks to proactively 
inform their customers of potential fraud.  
 

Do you know you can create, configure, or delete existing 
Layouts by right-clicking on the corresponding Layout 
button and selecting the operation required? 
 
Do you know you can log on as an administrator to any 
Standard database (including the sample database) as 
the user “Admin” (with no password)? To secure your 
data, you should consider changing the password, or 
creating a different administrative user and removing the 
user “Admin”. 
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By default, if you key in the expression Prod number = 
“03”, ACL will automatically display all data that has “03” 
as the prefix and filter out unwanted data. 

Example: 

03155 
03 
03487 
03657 
 
In the event that you want ACL to display data that 
contains “03”, how do you go about doing it? 
�

Answer:  Click on “TOOLS” and select the “TABLE” tab. 
To display data that has exactly the same filter value “03”, 
check the “Exact Character Checkbox”. By default, the 
“Exact Character Comparisons” box is unchecked. 
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�For over two years, he was employed as a financial accountant with Borders bookstore located at Wheelock Place and naturally, the 
position gave him access to large amounts of cash.  

But instead of making out cheques to the store’s suppliers as he was supposed to, Mr Ochieng Claudius Oyula allegedly forged the 
cheques and banked the money into his own account. 

By the time his alleged crime was discovered, the 32-year-old Kenyan – a Singapore permanent resident – had already siphoned more 
than $420,000 of the company’s money, it was claimed.  

At a district court on Friday, Mr Oyula – who was arrested on July 29, kept mum as the prosecution read out 114 charges against him – 
62 counts of criminal breach of trust and 52 counts of forgery to cheat bookshop manager Ricardo Rodrigues. 

Court documents indicated that Mr Oyula – who is currently in remand – would get Mr Rodrigues to sign the cheques before changing 
the payee’s name. 

The case will be mentioned again at a pre-trial conference on Oct 22, said defence lawyer Sunil Sudheesan from law firm Khattar Wong. 

It is unclear as to how Mr Oyula was caught out, but TODAY understands that the company found out about the ruse after suppliers 
complained of unpaid bills.  

According to Mr Sunil, the authorities have recovered part of the loot, while Mr Oyula’s bank accounts have also been frozen. 

If convicted for criminal breach of trust, the Kenyan may be jailed for up to 15 years and fined, while the forgery charges could get him 
fined and jailed for a maximum of 10 years. His former employers could not be contacted at press time. 

Mr Oyula is not the first employee to use his position in the finance department for personal gain. 

In 2006, former human resource and payroll specialist Chan Ngok Leong, 51, made out cheques to Singapore Airlines and then 
changed the name of the payee. In all, he stole $436,600 to pay for losses incurred while dabbling in the stock market. 

He was subsequently jailed for five years. 
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Identity theft red flags, business continuity planning, vendor management - these topics have all 
received fresh attention from the regulatory agencies this year with more to come before year's 
end.  

So, as a way to both reflect and project, we take a look at the Top 6 Regulatory Issues of 2008 
- and identify the topics that may be addressed next.  
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Without a doubt, the top regulatory compliance issue for all financial institutions this year is the 
Identity Theft Red Flags Rule, which - among other requirements - forces financial institutions 
to document their identity theft prevention programs, assess accounts at risk of identity theft, 
and create new security awareness programs for employees and customers alike.  
�
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"It will be the number one hurdle this year for financial institutions," says Dennis Hild, Compliance, Research and Technical 
Communication Executive in the Risk Consulting Practice of the Financial Institutions Group at Crowe Chizek.  

To meet the November 1 compliance deadline, institutions are reaching out for help from their service providers, security vendors, 
information security practitioners and risk assessment companies. With fewer than 90 days to go, 50% of institutions say they will 
struggle to meet the deadline, according the recent Identity Theft Red Flags Rule Compliance survey conducted by Information 
Security Media Group.  

Any day now, federal regulators are expected to release their examination procedures for Identity Theft Red Flags Rule compliance - 
guidance that is eagerly awaited by institutions and examiners alike.  
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Despite the sharpened focus on economic pressures as a result of the credit crunch, two regulatory topics continue to garner a 
significant share of compliance resources: risk management and anti-money laundering. "While neither is new to institutions, both 
continue to carry significant consequences for non-compliance," says Eva Weber, compliance senior analyst at Aite Group, a Boston-
based consultancy (See related story: BSA Violation Costs CA Bank $10 Million). "Additionally, both of these areas are constantly 
evolving from a risk perspective which means regulators will continue to adjust their demands and expectations," Weber notes.  

Typically a low-profile activity, anti-money laundering captured major headlines earlier this year when the former governor of New 
York was forced to resign following a scandal revealed by Suspicious Activity Reports (SARS).  

Late last year, regulators revised the Anti-Money Laundering/Bank Security Act (AML/BSA) Examination Manual to expand 
discussion on providing banking services to money services businesses (MSBs). Further revisions are expected later this year.  
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Bank and credit union examiners are scrutinising outsourced programs in ways previously not seen. For many smaller and mid-sized 
financial institutions, the topic is of great concern because of their reliance on third parties to provide core services. With resource 
constraints and tightened budgets, there is an increased urgency to either update or rewrite existing vendor management programs 
which adds to the challenge.  

Ever since the passage of the Gramm-Leach-Bliley Act, institutions have been under regulatory pressure to improve vendor 
management. But that pressure has increased in recent times with such initiatives as the Identity Theft Red Flags Rule, and 
regulators have underscored the issue as one of major concern to examiners this year.  

Risk assessment and ongoing management of third-party relationships are the primary focus for regulators, according to recent 
guidance.  
�
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An area of compliance that concerns mainly midsized and smaller institutions is application security - the basic software (often web-
based) that ensures accurate, timely and confidential processing of data. "It has been a major focus of examiners, but the bigger 
institutions are doing a better job in this area," says Steve Marchewitz, Principal at SecureState, a Cleveland, OH-based information 
security and risk assessment firm.  

Recognising the inherent vulnerabilities of critical applications, regulators are pressuring institutions to step up their protective 
measures - no matter if the applications are internally developed, vendor-acquired or contracted. The Office of the Comptroller of the 
Currency (OCC) sparked recent discussion of application security with its guidance on the topic.  

When comparing the bigger banks versus small and medium-sized banks, "The smaller banks are way, way behind in security. 
They're not even close to the top 50 banks. The top 50 are way ahead of the curve when it comes to security, the rest of the banks 
below them fall behind," Marchewitz notes, alluding that is the reason that regulators are focusing attention on application security.  
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The newly updated BCP guidance issued for financial institutions was well-timed. Even though financial institutions have been 
expected to have a business continuity plan in place since "forever," the recent national disasters (Midwest floods, Gulf hurricanes, 
West Coast wildfires) have given institutional leaders a chance to consider how well they'd fare under certain conditions, and they're 
looking for greater assurances from these programs.  

Under terms of the new guidance, spelled out in the Federal Financial Institutions Examination Council's (FFIEC) update to the 
"Business Continuity Planning Booklet," institutions must pay attention to enhancements to the business impact analysis and testing 
discussions, as well as emerging threats and lessons learned in recent years. The booklet also stresses the responsibilities of each 
institution's board and management to address business continuity planning with an enterprise-wide perspective by considering 
technology, business operations, communications and testing strategies for the entire institution.  
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Hand-in-hand with Business Continuity Planning comes new emphasis on Pandemic Planning. Pandemic planning experts have 
already predicted that surviving a pandemic for some will depend on the size of the institution, the strength of the predicted pandemic 
and how well the institution is prepared to handle such an event. The national pandemic exercise in Fall 2007 showed that many 
institutions are not fully prepared to exercise their BCP/DR should a pandemic break out in their area. This "sleeping giant" may 
imperil many small institutions that haven't made adequate plans to operate on reduced staff and resources for extended periods of 
time.  

As part of the update to the Business Continuity Planning Booklet in March, federal regulators specifically address pandemics. Key 
elements of the FFIEC's December 2007 Interagency Statement on Pandemic Planning have been added to the booklet. The 
methodologies provide a framework for financial institutions to develop or update their pandemic preparedness plans.  
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Future regulatory guidance will include examination procedures for ID Theft Red Flags -- expected to be released this summer, in 
advance of the November 1 compliance deadline.  

Also, guidance on remote deposit is also said to be in its final stages of approval by the regulators, and should "be out any day now," 
says one unnamed regulator.  

"There is also an increasing number of banks facing executive orders - with increased scrutiny on CEOs, CFOs, chief credit officers, 
and even some regulatory mandates to require the banks to strengthen their leadership," says Crowe Chizek's Hild. He says also not 
to forget Basel II regulations.  

"There are few truly new compliance initiatives," says Aite's Weber. But existing initiatives are constantly evolving and will lead to 
continuous guidance. "Issues around risk management and financial crime will be on the top of regulators agendas for a long time to 
come."  

SecureState's Marchewitz sees increased focus on PCI-related compliance work at institutions and their service providers and other 
vendors. "We've done more assessments and remediation work on PCI-related compliance issues this year than any of the others on 
the list," he notes -- this after PCI security standards were formalised three years ago. Many institutions are especially slow to react to 
newly-issued guidance. "It takes about a year for any of the institutions to pay attention to a new regulation or guidance," he says. 
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This one-day workshop is intended to provide an introduction to the PCI 
Data Security Standard and the compliance obligations facing merchants 
and service providers in Singapore. 

This course aims to introduce the purpose and scope of the PCI DSS, 
explain the two avenues of compliance required (one based on 
information systems audit and the other on network vulnerability 
scanning), and help merchants plan and manage their compliance 
obligations so that they are prepared when the demands for compliance 
begin to arrive. 

���
����# �25th February 2009 

A
��
��# �Prodigy Data Solution Pte Ltd 

$��
����#  9.30am to 05:00pm 
 
CPE: 7 hours 

Pre-requisite: General awareness of information systems security and 
audit. 

Learning level:  Intermediate 

Fees: S$500 per participant. S$450 for Group of 2 or more sign-ups. 
 
 
Workshop Agenda  
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Seats are limited, so SIGN UP NOW! 

For more information, please call us at (65) 6569 5855 or email 
enquiry@prodigy-group.com 
 
�

Workshop on:  
Payment Card Industry (PCI) 
Compliance �
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KR New Release of Version 2.10 SR4  

Ongoing improvement to the KnowRisk infrastructure 
brings about the introduction of a level of fault 
tolerance to the condition of the network through which 
a user is connected to the KnowRisk server.  

A recent problem faced by customers includes 
unstable and unreliable network connectivity, whereby 
possible disconnection causes applications (KnowRisk 
inclusive) to require a restart. Examples of where such 
problems might occur include WAN over satellites, 
wireless networks, asymmetric ADSL modems and 
other modems.  

This service pack not only enables KnowRisk to 
overcome these network hiccups automatically in most 
cases but also when the network is down or unreliable 
for a period of time. Users are offered the option of 
reconnection before a restart is necessary. 

Highlights of KnowRisk V2.10 SR4: 

·  Removal of a restriction within the Merge function 
on Oracle databases where profiles cannot contain 
more than 1000 risks. 

·  A crash when invoking the Print command from the 
Print Preview toolbar has been fixed. 

·  Reinstatement of the Export button in the report 
preview window. 

·  Cosmetic changes to the Top Risks report layout. 

·  Change of colours in the Implementation Status 
reports. 

·  Improved formatting of the profile reports page 
footer and page title to make them more intuitive. 

 
For more information, please call us any of our 
friendly consultants at (65) 6569 5855 or email 
enquiry@prodigy-group.com 
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Get Proactive on Insider Threat! 
 
Introducing Intellinx:   

A Breakthrough in Insider Threat Prevention & Event  
Investigation  

·  Stop guessing, get the ability to see the actual replay of suspicious 
activity. 

·  Shift your audit or investigation job from analysing the “books” to 

watching a “movie”. 
·  Benefit from complete over the shoulder replay of users activity. 
·  Comply with PCI, Basel II, SOX and privacy regulations. 

Now Available: 

Audit Trail Package 
Provide customers with all the screens replay as part of your audit trails. 

Next Generation Fraud Package 
Provide customers with a fraud investigation tool that comes with case 
management. 
 

For more information, please call us any of our friendly consultants at 
(65) 6569 5855 or email enquiry@prodigy-group.com 
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Benefits at a gl ance:  

¨  Immediate Returns on Investment 

¨  Fast Implementation 

¨  Ease in Data Access 

¨  No Training Required 

¨  Shorter Audit Cycle 

¨  Knowledge Retention 

¨  Ability to Perform Continuous Auditing/Monitoring 

¨  Reduced Audit-Related Costs�
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Venue Host & Speakers Wanted  
ACL User Group Meeting (Singapore) 

We are in the midst of planning the next ACL User Group meeting in 
Singapore, and would like to invite any interested customers to be the 
host for this event. At the same time, we would also like to extend our 
invitation to users who wish to share their experiences in ACL 
implementation at the meeting.  For more information, email us at�
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Strategic Management 
Analytics Reports (SMART)  

SSMMAARRTT is the latest addition to Prodigy’s fleet of plug-in 
solution suites that is ready to be implemented to assist 
with your audit process.  With over 500 reports available 
for download, auditors no longer have to struggle with 
data access and scripting.  These reports cover over 50 
functional areas such as Accounts Payables, Accounts 
Receivables, Asset Management, Banking Operations, 
Budget Management, Cash Disbursement, Credit Card 
Management, Debt Operation, General Accounting, 
Grant Management, Health Services, Insurance 
Management, Investment Securities, Inventory 
Management, IT Management, , Loan Management, 
Loss Prevention, Payroll, Policy and Administration, 
Policy Compliance, Private Banking, PO Management, 
Real Estate Loans, Sales Order Control, Work In 
Progress and many more. 
 

Contact our Business Consultants today for more 
information on SSMMAARRTT! 
 

Asia Fraud Conference KL & Jakarta  

With the success of the Asia Fraud Conference held in Singapore from 
19-21 November 2008 at Hilton Hotel, we are pleased to announce that 
a similar conference will be held in Kuala Lumpur (Malaysia) and Jakarta 
(Indonesia) in April 2009.  For more information, please email us at�
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Email to:  newsbyte@prodigy -
group.com 
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Next Issue Topics:- 
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