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The International Information Systems Security Certification Consortium (ISC2) Inc., a global information security (IS) certification 
organisation, recently released its fourth annual 2008 Global Information Security Workforce Study. Conducted by analyst firm Frost & 
Sullivan, the survey provides insight into the important security trends and opportunities emerging worldwide. 
 
According to the study of 7,548 security professionals from more than 100 countries in three major world regions, avoiding reputation 
damage is a top concern for IS leaders. In fact, 71 percent said avoiding harm to the company's brand was ahead of other hot topics, 
such as maintaining customer data privacy, controlling identity theft, and protecting against breaches of laws and regulations. Insider 
threats also still remain a top security problem, with 51 percent of IS professionals stating that employees pose the biggest threat to 
security.�
�
"IS has become a business imperative for organisations of all sizes, with far-reaching concerns such as corporate reputation, the 
privacy of customer data, identity theft, and breach of laws and regulations driving IS governance," says Rob Ayoub, industry manager 
of network security for Frost & Sullivan.�

Another significant survey finding is the increasing importance of IS activities around the world. For instance: 

·  Smaller organisations (i.e., those with up to 500 employees) accounted for nearly 60 percent of respondents, representing a 
move from security as a priority for mostly larger organisations to companies of all sizes due to business requirements and 
compliance.  

·  A third of respondents said their primary functional responsibilities are mostly managerial, and 20 percent of respondents 
were at the executive or manager level.  

·  Pressure over data losses and compliance has driven security accountability to the executive level, with 49 percent of IS 
professionals reporting to executive management or the board of directors.  

·  IS activities are becoming more data-focused, protecting data at rest and in transit.  

·  Wireless security solutions, such as cryptography, storage security, and biometrics, were featured in the top five technologies 
used in most of the countries represented in the survey.  

This year's study acknowledges that effective IS programs enable businesses to grow and prosper," comments ISC2 Executive Director 
Eddie Zeitler, CISSP. "Consequently, professionals are being tasked more with the business security, while the administration of 
technical solutions is being integrated into the IS department."�
�
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The following comments from Big Four audit partners emphasise that 
the time for the continuous audit (CA) has come: 

·  “The process we have is good but is designed for the annual 
audit. … We will need the ability to push a button at any point in 
time and have the system summarise for the engagement team 
process issues identified to date that can lead to risk that the 
financial statements are inaccurate, rather than rely only on a 
traditional review of workpapers, manual summarisations of 
issues, and follow-up.”  

·  “Use technology to actually audit as opposed to using technology 
to automate manual auditing procedures.”  

·  “Someday soon the market will expect much more rapid reporting 
from the best-performing companies. The benefit of this 
information being audited is the integrity of the data. I believe this 
will be a requirement in the very near future.” 

CA services offer considerable advantages over traditional auditing, 
but they also present significant hurdles in implementation.  

�������������  

According to the CICA/AICPA research report, CA is “a methodology 
that enables independent auditors to provide written assurance on a 
subject matter using a series of auditors’ reports issued 
simultaneously with, or a short period of time after, the occurrence of 
events underlying the subject matter.” A CA relies heavily on 
information technology. While the CA concept is over a decade old, 
rapid advancements in technology have now made continuous 
auditing more feasible. Examples of this technology include broad 
bandwidth, web application server technology, web scripting solutions, 
and ubiquitous database management systems with standard 
connectivity.  

A CA leverages technology and opens database architecture to enable 
auditors to monitor a company’s systems over the Internet using 
sensors and digital agents. Any discrepancies between the records 
and the rules defined in the digital agents are transmitted via e-mail to 
the client and the auditor. At that point the auditor can determine the 
appropriate action to take. For example, a digital agent performing 
analytical procedures on the accounts would e-mail the auditor an 
exception report on those accounts that fluctuate outside the 
parameters defined in the digital agent. Once an account trigger has 
occurred, the digital agent moves to the transactional level to identify 
the problem and e-mail the auditor. Once the transaction is identified, 
a digital agent would verify the sale with the customer and e-mail the 
confirmation to the auditor. 

All of the audit routines described above are done electronically and 
automatically. The audit routines are performed not only at year-end 
but quarterly, monthly, daily, or in real time. The only constraints are 
the performance limitations of the client’s system and the update 
frequency of the client’s records. If a company updates its system on a 
daily basis, then the digital agents will be limited to daily execution.  

���� �������!��
���"��	���
#	���	��	���

$�

�
The Sort command is often used without checking 
beforehand whether the data in the table has already 
been sorted. The Examine Sequence function in ACL 
allows users to check whether a table or file is already in 
the Sorted order.  

Why do we need to check the sequence? 

When the Sort command is performed, a new table with 
the same size as the original table will be created. This is 
not harmful if your data is small, but imagine if you have 1 
GB of data to sort? You must spare at least 2.5 GB to 
perform the Sort command! The Examine Sequence 
function will show you whether or not a table or file needs 
to be sorted.  
�
Step 1:  Find the Examine Sequence command in the 
Analyze menu as shown below. 

Step 2:  This command requires you to provide the Sort 
Key. 
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Also, a balance between system performance and relevancy must be 
achieved. Attempting to perform multiple audit routines in real time on 
very high volumes of daily transactions could possibly impede the 
execution of business. As technologies continue to be developed that 
are faster and smarter, this will be less of a concern. 

Within the CA domain, investors could access a company’s 
information in the form of a website that publishes continuously 
audited financial information on demand. The website would present 
the audit report as of that point in time. The Exhibit shows the digital 
interactions between investor, auditor, and client. 

There are two primary levels of assurances provided in the CA report. 
A third assurance level exists when the audit firm is providing 
assurance on a specific analysis (e.g., compliance with debt 
covenants). If there are no exceptions generated at any of the 
assurance levels, an unqualified opinion is published. The CA report is 
time-stamped based on when it is accessed. A level 1 assurance 
violation prevents the financial statements from being accessible to 
the investor. If either the reliability or the security of the client’s system 
is in jeopardy, the financial statements produced from that system 
should not be relied upon to make informed decisions. 

���
�������������������%��&�������  

CPA firms that currently provide auditing services may eventually have 
to move toward some form of continuous auditing to compete. This is 
especially true for firms auditing public companies.  

In the aftermath of the Enron hearings and investigations, the 
government may be the one to require more rapid reporting. An 
Associated Press story from March 2002 reported that the White 
House has proposed that investors be given quarterly access “in plain 
English” to corporate information needed to judge a company’s 
financial performance and risks. More frequent reporting should 
reduce uncertainty and enhance investors’ perceptions of a company. 
The more frequent audit will ensure the integrity of the data.  

While some form of CA services may be required in the future for 
public companies, firms that audit private companies can also benefit. 
CPA firms must continuously seek more efficient methods of 
conducting audits that allow their scarce resources to be utilised in the 
most cost-effective manner. 

����
�������	��������������  

Implementing CAs can facilitate the elimination of audit wastes 
possible in the current audit domain. In general, there are seven types 
of wastes that can occur.  

&����������

 �

This occurs when firms perform audit procedures over and beyond 
those necessary. Any audit procedures performed other than those 
required based on the audit risk and materiality assessment can be 
considered waste that only adds time and costs to the audit.�

�����

 �

It is not uncommon for an auditor to have to wait for the data needed 
to complete the task. Once the necessary data is received, the auditor 
may not be in a position to immediately resume work. Waiting is 
caused by data and manpower shortages.�

�
�
Step 3: Based on the keys that you have entered, ACL will 
check whether the table is in sequence or not. Nothing will 
be shown if the table is already in sequence based on the 
provided keys. However, if the table has not been sorted, 
ACL will show the following results: 
 

According to the results above, the sequence order for 
“Invoice Number” is incorrect starting from Record No. 32. 
By default, the Invoice Number is sorted in an ascending 
order, so Record No. 32 should display a value higher than 
12897 (Record 31). An incorrect order start is shown from 
Record No. 32 as it displays a smaller invoice number 
(12893). See the following screenshot for better 
understanding. 
 

From now on, do remember to check the sequence first 
using Examine Sequence before performing the Sort 
command! 
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Inherent in the first two types of traditional audit wastes are time 
delays. The time requirements of a traditional audit are 
significant. It is not uncommon for a significant delay to exist 
between the end of the reporting period and the issuance of the 
audit report to investors and creditors. 

������������	����   

The fourth traditional auditing waste is due to inefficiencies in 
the audit process itself. From the planning stage through the 
issuance of the audited financial statements, it is not difficult to 
identify several potential areas of waste. Some of the causes of 
waste in the audit process are inexperienced staff, inadequate 
data, and redundant audit steps. 

�	� '�
'��	����  

The audit process is not a smooth, continuous process from 
start to finish. Instead, there are many stops and restarts that 
add cost without value. An audit is a work-in-process from the 
time the planning stage begins until the issuance of the audited 
financial statements. 

�����(���	����  

The review process is basically a quality-control measure. It 
consists of multiple levels of audit manager and partner sign-
offs. Continuous auditing procedures can automate and shorten 
the review process. 

)��	����
������� ��   

Even with the review process in place, errors and mistakes 
occur during an audit. The stage at which the errors or mistakes 
are discovered determines the amount of extra work required to 
correct them. Quality control is necessary to produce a defect-
free product, but it does not add value. The review process is 
done because the audit firm cannot be assured that the staff 
assigned to the audit performed their duties flawlessly. 

By leveraging technology, a CA allows audit firms to conduct an 
audit continuously and without wasting resources, since most of 
the audit is automated. In addition, CAs allow firms to produce 
audited financial statements immediately as demanded by 
interested parties. CAs will require initial increases in 
investments for technology and different skill sets for auditors. 
CAs should provide CPA firms the opportunity to reduce their 
overall audit staff in the long run. This allows the firms to 
redeploy their audit staff and resources to other services, while 
maintaining high levels of reliability and quality. The analogy 
can be made to manufacturing companies, which moved from 
traditional manufacturing practices to lean manufacturing in the 
1990s. The overall result was a more efficient and effective 
company, poised for growth. 

*��������	��������
��

��	
��
�	���������
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While the motivating factors for offering CAs may be high, there 
are several hurdles that must be overcome. Two of the biggest 
hurdles, aside from the technical ones, are the client’s buy-in 
and staff training. While clients are always eager to reduce audit 
hours, most are accustomed to the annual audit and all it 
entails. CPA firms must be ready for the time when more�

�
companies realise the financial incentives for moving to the CA. 
In addition, CAs will require that CPA firms have direct access 
to information systems. Companies are already uneasy about 
the level of access that audit firms have now, so allowing direct 
access will require very high levels of trust and commitment. 

Focused training in the CA approach will be necessary, along 
with increased training in information systems. The toolset of 
the new auditor should include various aspects of information 
and web technology in order to design and maintain the process 
for continuous auditing. The training should begin at the 
collegiate level. Audit courses should begin addressing the 
continuous auditing domain. 

The challenges to implementing CA services are worth the 
benefits: a shorter audit cycle, increased flexibility, customisable 
reports to clients and third parties, and reduced audit-related 
costs. CPA firms moving to a CA environment can create 
competitive advantages and devote resources to other services. 
The move to CA is not without its hurdles and will require a new 
way of thinking about auditing.�

Do you know you can see whether the currently open 
KnowRisk database, or single profile file is read-only by 
looking at the application’s status bar? 
 
Do you know you can perform any changes you want to a 
read-only database, or single profile file, but you will be 
prompted to save them under a different file name? 

�� �������
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Fraud in the workplace is likely to accelerate duri ng the global economic 
downturn, says accountants KPMG.   

This is because managers may falsify figures to make performance look better and debt-
strapped employees are more likely to commit fraud.  

Corporate fraud was £630m in the first six months of 2008, up on recent years. 

Fraudsters may struggle to get false credit cards in the current climate, making them more 
likely to target their victim's deposit accounts.  
�
����

�+���� �

The typical fraudster tends to be a male, middle manager, aged between 35 and 55, 
working in the finance department and having been with the company for many years, 
KPMG said.  

Fraud is on the rise, with the value of fraud losses topping £1bn in cases heard in 2007, 
compared with £192m in 2000.  

In the first half of 2008, some 128 fraud cases reached the UK courts with losses totalling 
£630m, according to KPMG's Forensic Fraud Barometer.  

This was up from £421m during the last six months of 2007 and more than half of this 
figure - £350m - was lost in the financial sector. 
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KPMG warns that fraud will increase as the full impact of the slowdown is felt.  

"The fear is that we will not see the real and full fraud impact of the crunch for another six or 12 months or even more, as businesses 
start to take a closer look at their operations in this difficult economic climate," said KPMG Forensic partner Hitesh Patel.  

"The signs are that we could end up seeing some substantial losses being suffered."  

Another theory is that the economic downturn could push more people into crime.  

One unexpected benefit of the credit crunch is that the reduction in the availability of credit means it may be more difficult for identity 
fraudsters to apply for cards and loans in somebody else's name. A recent report by the all-party parliamentary group on identity fraud 
suggested that the squeeze on credit was pushing fraudsters to attempt to empty existing bank accounts.  

Mark Bowerman, of UK payment association Apacs, said that it was unlikely that any trend would become apparent until card fraud 
figures for the year were published in March.  

Apacs figures for the first six months of 2008 show that plastic card fraud losses were up 14% to £301m, with fraud abroad and internet 
fraud also on the rise.  

KPMG says that companies should have an "anti-fraud culture" in the workplace, with financial matters being signed off by a number of 
people.  

Whistle-blowing hotlines should be well-publicised and computer analysis should highlight any possible fraudulent patterns, such as 
invoices being submitted out of hours.  
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Now that the initial wave of Sarbanes-Oxley Act compliance is becoming a distant memory and companies are well versed in the 
regulations, many would assume that organisations would be far along with implementing their comprehensive fraud risk management 
(FRM) strategies. However, research by Protiviti reveals that a surprisingly high number of companies still have much room for 
improvement when it comes to evaluating, mitigating and monitoring fraud risk. 

Executives at Fortune 1000 companies and large, not-for-profit organisations were asked a range of questions designed to gauge 
how they're addressing FRM and the maturity of related efforts. Following are some of the highlights from the research findings and 
what they mean for organisations.  

*	(�+���������
��+�.�

Most executives surveyed were on the same page when it came to several key components of FRM. The vast majority cited financial 
processes as crucial to FRM, with three-quarters also naming operational processes and compliance with laws and regulations. Many 
update their fraud risk assessment processes at least once a year; however, notably, only one-quarter of companies do this periodically. 
This indicates that a substantial number of organisations may be relying on outdated FRM practices. 

�������	���
�������������+�.�

When it comes to dealing with FRM, companies appear to be amazingly casual in the wake of Sarbanes-Oxley. Only 49 percent of 
executives said their strategies for addressing fraud risk are very well defined: Fraud risks are identified proactively, with anti-fraud 
programs and controls agreed upon, monitored and measured regularly by a board and senior management. The results weren't much 
better at Fortune 1000 companies, with only 52 percent reporting that they have very well defined FRM strategies. Most companies and 
nonprofits polled said their efforts are defined, with anti-fraud programs and controls under the watch of the board and senior 
management, although there is no formal strategy in place. 

Less than half of executives surveyed said their organisations define the fraud risk assessment process at both the entity and 
process levels. Since companies should be using a "top-down" approach to fraud risk assessment as recommended in authoritative 
guidance, this finding may highlight a notable opportunity for improvement at many companies. 

Commonly, fraud risk assessment is included within other initiatives, such as internal audit planning or Sarbanes-Oxley compliance. 
However, Protiviti's work with clients has found that when companies use this strategy, fraud risk can get buried within other 
categories of risk, can fail to be adequately or explicitly considered or can be overlooked entirely. Only 18 percent of executives said 
fraud risk assessment is included within enterprise risk management (ERM) modules - well below anticipated survey results. 

The research also found that nearly 20 percent of organisations are not actively monitoring or identifying anti-fraud controls at the 
process level or don't know what is being done. Those who are taking action with anti-fraud controls are inclined to bundle their activity 
within Sarbanes-Oxley or internal audit testing activities, use computer-assisted audit techniques (CAATs), or manually review 
documents such as spreadsheets or reports. Approximately 40 percent of Fortune 1000 companies surveyed aren't routinely using 
CAATs to uncover potential fraud indicators. This represents another improvement opportunity area. 

Companies tend to rely on hotlines, electronic mailboxes and designated members of senior management to handle the reporting of 
allegations of potential fraud and misconduct. Once a report is made, many organisations seem unclear on what to do next. One-third of 
Fortune 1000 executives polled said their firms have no documented investigative policies or procedures, and one-half have no incident 
response plan. Approximately 60 percent don't use escalation or "decision" trees to address complaints or concerns.  

*	(�)���	�������������+�.�/����
���

One of the keys to effective FRM efforts is making sure everyone in the company is educated on related issues. The survey found 
that one in four organisations is not providing any fraud awareness training, and even those that are providing training aren't always 
doing so on a frequent basis. 

Also notable - and shocking - is that while 72 percent of companies require all employees to attend ethics and fraud awareness training, 
the people who play the greatest role in FRM activities - audit committees and board members - are rarely required to attend the 
training. 

The majority of Fortune 1000 companies offering ethics and fraud awareness training rely on online programs rather than in-person 
sessions. But the training provided often has notable gaps, with many failing to address fraud detection or prevention techniques, 
general fraud awareness or the code of conduct. 
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Also, there is concern that some employees are not being provided with FRM materials they can understand. While all organisations 
surveyed said they have adopted a code of ethics or a code of conduct, many have not translated the related documents into foreign 
languages. This raises some red flags for companies at which multiple languages are spoken, either here in the United States or at 
overseas locations.�

Another common problem is that many companies appear uncertain about what to include in written anti-fraud or FRM policies. As a 
result, they offer broad information rather than the necessary specifics. Less than half of the organisations polled cover key issues in 
written materials, such as providing an anti-fraud program overview, a definition of fraud, roles and responsibilities regarding FRM, 
"tolerance" toward fraud and misconduct, and anti-fraud program concepts. 

 ������
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So, why aren't companies further ahead with their fraud risk management initiatives? Protiviti asked executives what their greatest 
obstacles were to proactively managing fraud risk. Most pointed to insufficient support from senior management: fraud and misconduct 
not being considered a high risk within the organisation; a "no fraud here" mentality; availability and alignment of internal resources 
(meaning they are decentralised or focused on other corporate priorities); adequacy of funding for anti-fraud programs and initiatives; 
and the laws and regulations or cultural norms in non-U.S. locations. A smaller percentage said their companies had no proactive fraud 
risk management, there was no unified FRM strategy or that no member of senior management was designated with ownership and 
responsibility for FRM. 

In addition, it appears that only 53 percent of organisations are informing their audit committee of all allegations and investigations 
involving accounting, auditing and internal control matters. At one-third of companies, the audit committee is informed of only the most 
important allegations and investigations. This raises questions about management's interpretation and execution of their audit 
committee's procedures to receive, retain and treat concerns or complaints related to such matters. There are likely inconsistencies in 
the way these companies share concerns and complaints, prioritise, provide timely notification, and maintain the independence of those 
managing the process. 

Another factor that may be undermining the success of FRM initiatives at some organisations is that fraud prevention often is not used as 
a performance or management metric. Just 54 percent of organisations hold management accountable for the actions of employees, 
clearly define accountability for fraud prevention in job descriptions or roles and responsibilities, or incorporate ethics or fraud prevention 
goals within performance management.  

��	2���
�����
��  

Having one person in senior management overseeing FRM efforts can lead to a more coordinated effort with fewer redundancies. 
However, 39 percent of executives polled said no single person has been assigned this role within their organisation. In cases where 
multiple people are in charge, their level of seniority appears to be less than in cases where there is a single owner.  

Sixty percent of respondents report that their audit committees have oversight of fraud risk. Our client experience indicates this is not 
explicit in the charter, and audit committees are still working through how best to handle it. Meanwhile, 35 percent assign fraud risk 
leadership to C-level executives and 31 percent look to their board of directors. 

Fraud risk assessments usually are handled by internal audit (56 percent) or the Sarbanes-Oxley compliance team (25 percent), 
according to the report. This means key risks may be overlooked, since these groups tend to focus on certain types of financial fraud that 
may result only in a material misstatement of the financial statement. 

�������	����&�
�
�����	
���	��

There are a number of key differences between companies with more well defined FRM capabilities, and organisations with less mature 
strategies. First, the role of the board of directors is likely to be more active and defined. Further, they define the risk management 
process at both the entity and process levels, and are more likely to have a "standalone" FRM process. They also provide more thorough 
FRM training to employees, and use both manual methods and CAATs to monitor anti-fraud controls at the process level. Finally, 
companies with more mature FRM strategies are better about communicating the code of conduct and providing staff with fraud reporting 
mechanisms. 

While many leading organisations have excellent FRM strategies, there is no single fraud risk standard stating exactly how 
companies should manage their FRM initiatives. The best organisations customise fraud prevention, deterrence and detection 
programs to align with their unique fraud risks. 

What is certain is that it is crucial for companies to have a top-down approach to FRM, with corporate executives leading the way in 
accepting the potential for fraud risk and embracing programs that help to manage those risks. Broad support from management can be 
critical to the success of FRM efforts, as it sets an example for employees throughout the organisation.  

It is also important to remember that FRM is not a one-time event. Fraud risk is dynamic - and strategies to evaluate, mitigate and 
monitor that risk should evolve. Modifications should be made over time to keep the program relevant to the company's people and 
processes. With this in mind, organizations can ensure they are on the right track and doing all they can to minimise fraud risk. 
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Auditors, fraud examiners, and compliance professio nals are being pressured to shorten audit cycles, i ncrease 
efficiencies and coverage, and focus resources on i nvestigating and assessing areas of high risk. Thes e 
pressures, combined with a global economic downturn , are changing the scope of your work and how you 
need to manage it. 

Fraud, error, waste, and abuse are risks that essentially every 
organisation faces. There’s always a risk that revenue will be lost; 
that someone will misappropriate funds, abuse a corporate 
program, or make mistakes costing the company money and 
credibility.  

The right data analytics program helps organisations stem losses 
due to fraud error, waste and abuse. The first priority is to identify 
areas of high risk. Then you need to implement internal controls 
to mitigate risk in these areas. Finally, it’s critical to test these 
controls by analysing 100% of all transactions data.  

)������������	���������   

To perform data analysis for fraud detection, you need access to 
the data that underlies a specific business process area. These 
include transactional data as well as, in many cases, master file 
and system configuration data. Gaining access to live operational 
system data is cited among the top challenges by internal 
auditors today. 

The most common and effective overall solution is the creation 
and maintenance of an audit data repository , running on a 
secure server environment, that is subject to enterprise standards 
for data security and management. 

The repository consists of sub-sets of enterprise data, 
representing only data that is needed for audit purposes. This 
means data volumes are large, but dramatically smaller than 
those contained in enterprise ERPs and application systems. In 
some cases, the repository merely consists of pointers to the 
actual data source. Where data is physically downloaded, it is 
automatically refreshed on a regular basis so the data is always 
current for audit analytic purposes. 

Maintaining a sub-set of enterprise data on a dedicated server 
also means there is no impact on the performance of operational 
systems when extensive analysis is performed by the auditor.  

Since the data in the audit repository only contains data needed 
for analytics purposes, all the data elements can be described in 
a way that makes sense to the average auditor or fraud 
investigator.  

Server environments are designed to efficiently support and 
enforce enterprise standards for data access and security. 
Although security standards and procedures can be established 
for end-user computers, such as laptops, desktops and Local 
Area Networks, they are typically easier to circumvent and harder 
to enforce.  

Security is tighter and more effective when accessing data 
through a server, particularly if servers are subject to central 
security management. Because of this, server environments are 
particularly recommended as a best practice in data analytics for 
fraud detection and prevention. 

������	
��	��6���������   

A critical aspect of using data analytics for fraud detection is the 
need to ensure the data being analysed is the same complete 
data population that comprises a general ledger or sub ledger 
balance. This imperative is often overlooked, meaning the 
analytic procedures performed will result in incomplete or invalid 
conclusions. 

The other key aspect of data control is to ensure run-to-run 
control totals and processing logs are maintained and available 
for review. 
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Organisations have extensive policies and procedures to maintain security and control over data. Still, it has been common practice 
for some audit organisations to extract critical data and download it to audit workstations or laptops for analysis. Although this can be 
an effective way to gain direct data access, it can also circumvent data security measures and clearly breaches general security 
measures particularly during a fraud investigation. Even if some form of encryption is used, the loss of control over one audit laptop 
containing critical data can be a major exposure for an organisation. 

�
���������
���	������	�������!��� ����

Effective data analytics requires large volumes of data to be processed very quickly. Although laptops and desktops are increasingly 
powerful, both in terms of processors and data storage, servers are designed for heavy-duty processing of very large data volumes by 
multiple users with minimal impact on end-user response times.  

Because all the data processing is being performed on a server, network traffic is also significantly reduced. Instead of passing entire 
data files across the network for subsequent processing, only the results are returned to the user’s desktop. 

Using server technology, you can conduct more comprehensive fraud investigations by analysing 100% of the transactional data 
regardless of size, volume, or type; comparing data across disparate systems; and providing effective oversight of the “full picture”. 

������
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Several years ago, Nick Leeson was named the origin al "Rogue Trader" for destroying his employer, the 233-
year-old Baring Bank, by losing over $1 billion thr ough unauthorised trades on the Singapore Monetary 
Exchange. Now there is a new rogue trader in France  who apparently considers $1 billion petty. 

Jérome Kerviel is currently under investigation for orchestrating a loss of $7.2 billion for one of Europe's largest banks, Société 
Générale, through unauthorised trades. A preliminary investigation has revealed there is no evidence of collusion or accomplices in his 
scheme. How can there not be? No one noticed a loss of say, a hundred million Euros? Half a billion? Two billion? 

Apparently not. His trades were supposed to be authorised, but Mr. Kerviel is reported to have circumvented that control with fictitious 
transactions, which is likely also how he escaped the accountants. The investigation report reveals an absence of controls that might 
have identified the fraud sooner. I am quite curious what controls the bank did have in place, if trading losses of that magnitude can 
remain invisible to everyone except Mr. Kerviel. 

There is another fraud investigation occurring in Munich within German conglomerate Siemens AG. The Siemens investigation has 
uncovered over $500 million in odd transactions spanning 7 years, particularly sham consulting contracts used to bribe key customers. 
The corruption came to light in 2004 when executive Michael Kutschenreuter received a phone call from a Saudi Arabian businessman. 
The caller represented a firm Siemens had previously bribed for $50 million. The caller was now requesting $910 million more, or he 
would alert the U.S. Securities and Exchange commission regarding these improprieties. Whoops. 

��
��
���	
�	���������

Multimillion dollar bribes are clearly not possible without cooperation from multiple departments and executives, and massive trading 
losses cannot remain hidden without a level of blindness across multiple departments. Collusion and blindness both point to a 
corruption in a company's checks and balances system. While segregation of duties has become somewhat of a tired concept in the 
auditing profession and post Sarbanes-Oxley, most of my fraud investigations have pointed to a segregation of duties problem enabling 
the fraud. 

At the process level, proper segregation of duties exists if a separate employee is responsible for executing, approving, recording, and 
reconciling each transaction. But to prevent the most damaging types of fraud—fraud to benefit the organisation and fraud by the 
executives—checks and balances must contain a greater level of complexity. 

Here is a subtle point missed by most managers and auditors who review processes for checks and balances: it is critical to not only 
segregate duties by process, but also by reporting lines in the organisation. Segregation must be strict between operations, finance and 
accounting, and legal/compliance executives. Employees who execute and approve a large and highly negotiable transaction should 
trace their reporting line to one executive (e.g., operations manager); employees who account for and reconcile the transaction should 
trace their reporting line to a different executive (e.g., controller); and there should be a review of major transactions performed by a 
compliance department, such as Internal Audit, that reports to an entity independent of the executives (e.g., the Audit Committee of the 
Board of Directors). This creates obstacles for executives to override control processes in favour of getting a deal done. 
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¨  F & N Holdings Berhad 
¨  Toyota Capital Malaysia Sdn Bhd 
¨  Amanah Raya Berhad 
¨  Touch N Go 
¨  Kementerian Sains & Teknologi 

Malaysia 
¨  Universiti Malaysia Terengganu 
¨  Penang Bridge Sdn Bhd 
¨  Astro - Revenue Assurance 

Customer Service 
¨  Maxis Broadband 
 
 ����3����

¨  HSBC, Operational Risk 
¨  The Hong Kong and Shanghai 

Hotels Limited 
¨  Generali Asia 
�
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¨  DBS, Securities & Fiduciary 
Services�

�
������(+� �

¨  Bank Mayapada 
¨  Smart Telecom 
¨  PT. Samudera Indonesia Group 
¨  Bank Indonesia - Mataram Office 
�
�*�+-����

¨  Metropolitan Water Works Authority 
 
�*+-+..+��(�

¨  Bangko Sentral ng Pilipinas (IT 
Infrastructure) 

¨  SMART Telecom 
¨  International Container Terminal 

Services, Inc 
 

&7��8)���7��&.)�� �

��������	�
����
����� �
�
One fraud I investigated in Europe demonstrates a situation in which duties were properly segregated at the process level, with critical 
tasks divided among separate employees, but all of the employees reported to the same officer. An operations director in the London-
based division sold six-figure consulting deals approved by his manager, a vice president. The deals were accounted for and reconciled 
out of the accounting office in the Netherlands, and this system provided a segregation of duties in appearance. However, the young 
Dutch accountant was in reality held accountable by the operations director doing the deals. 

As the investigation unwound, we discovered e-mails between the operations director and the accountant in which the operations 
director told the accountant how to book the deals, and those instructions violated fundamental accounting principles. Shadow finance 
organizations within operations and sales departments, such as the one described above, are common because they allow companies to 
maintain the appearance of having checks and balances while retaining the ability to manipulate the numbers. 

)���"�������������� ���
��%���
����

Employees involved in segregated controls must also be empowered with detective processes in which they seek and question strange 
or unsupported transactions. In Mr. Kerviel's case, it is not enough to tell someone they lack the authority to execute certain 
transactions—this control is too easily circumvented with fictitious transactions and a false paper trail. Employees independent of Mr. 
Kerviel's reporting line must seek curious transactions and question where appropriate, not to spy or create an overlord culture, but to 
provide a healthy skepticism which reduces the opportunity for a nine-figure fraud to remain undetected. 

To determine whether or not your company has proper checks and balances, list all of the areas in which your company could lose a 
significant amount of money (the amount of significance varies with every company) from theft, fines, or lawsuits. It could be from an 
executive bullying subordinates into posting false entries. It could be from purchasing personnel engaging in elaborate kickback 
schemes, a sales agent processing false customers, or in your field operations engaging in unsafe practices such as dumping chemicals 
into rivers. 

Within each of those areas, verify whether key transactions are executed, approved, recorded, and reconciled by different personnel, 
and confirm those personnel trace their superiors to different executives. Also determine whether sufficient audit processes are 
conducted periodically by independent personnel, and those processes enable the independent reviewers to flag and question odd 
transactions. 

�	
�����	
�

Will this exercise stop all fraud? Of course not; we just seek to make fraud more difficult to perpetrate, to reduce the opportunities of 
bad behaviour, and contain the damage when it does occur. Checks and balances are important, but cannot prevent fraud alone. 
Segregated processes complement ethical executive behaviour. And a culture hostile to fraud reduces the opportunity for employees 
to commit wrongdoing. 
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  ASIA FRAUD CONFERENCE 2008  
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� 
����� ��� ������ � 
��������� ��	� ������!���� 
��� 	�� ����� ����� �� ����	�
�
������� �
� 
��������� ������"�#���� ��� ��	� �!��
� ��� ����
� ����� ����$�����	���
��	��$�����������������	�
��%����
����������������� �������������������"�
�
��������� �19 Nov (Pre-Conference Workshop) 

 20 - 21 Nov (Main Conference) �

9�
����� �Hilton Hotel, Singapore 

���������  9.00am to 05:00pm 
 
Theme:  Protecting Your Organisation from the Next Financial Crime Wave 
 
Pre-Conference Workshop  

Fraud Prevention, Detection and Investigation Works hop 
Mr Larry Lam, Director, McGuire Asia Pte Ltd 
 
Hands-on System Penetration Testing Workshop 
Mr Richard J. Stagg, Director, Handshake Networking Ltd 
����
Highlights of the Conference  
 
- The Crime of Insider Trading 
- Tools and Systems for Keeping an Eye on the Insider 
- Data Theft 
- Credit Frauds 
- Fraud Risk Management Best Practice 
- Casino Gaming and White Collar Crime 
- CSI: Computer Forensics 
- Panel Discussion: How Can We Prevent Fraud by Neutralising the Fraud 

Triangle? 
 
For more information, please call (65) 6569 5855 or email enquiry@prodigy-
group.com�
�
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Venue Host & Speakers Wanted  
ACL User Group Meeting (Singapore) 

We are in the midst of planning the next ACL User 
Group meeting in Singapore, and would like to invite 
any interested customers to be the host for this event. 
At the same time, we would also like to extend our 
invitation to users who wish to share their experiences 
in ACL implementation at the meeting.  For more 
information, email us at����
������0
��	���.
����
"��� ��
�

ACL Indonesia User Group Meeting and 
Intellinx Breakfast Seminar  

We would like to thank all customers who had 
attended the recent ACL Indonesia User Group 
Meeting on 21 August 2008 at Hotel Mulia Senayan. 

We would also like to thank our customers in 
Singapore who had attended the Intellinx Breakfast 
Seminar on 29 August at Dome Park Mall. 

Thank you for your participation and we hope to see 
you at future events! 
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IIA Singapore Conference 2008 
30-31 October 2008  

We would like to thank all customers and visitors who 
had visited our booth at the following event: 

·  Conference on Data Quality and Integrity,  30 to 
31 October 2008, Grand Hyatt Singapore. 

Our Philippine Associate  

We are pleased to introduce our new associate in 
Philippine( , Adaptive Audit Systems, Inc. Please 
also take note of the contact details as follows: 

Adaptive Audit Systems, Inc. 
Unit 112, 8888 RS Ortigas Avenue, 
Corinthian Executive Regency  
Building, Ortigas Commercial Center, 
San Antonio Pasig City, Metro Manila 

Contact Person: Mr Omar L. Ayalin 
Telephone No: (63) 0922-857-0129 
Email: olayalin@adaptivexchange.com 

��������	
���
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Sign up for “Hands –on System Penetration 

Testing Workshop”  separately for only S$600!�

ACIIA Conference 2008  
3-4 November 2008  

The Prodigy Group is proud to be one of the 
sponsors for the upcoming ACIIA Conference. This 
event will take place at Aston Denpasar Hotel & 
Convention at Bali - Indonesia from 3- 4 November 
2008. We look forward to meeting you there! 
�
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Get Proactive on Insider Threat! 
 
Introducing Intellinx:   

A Breakthrough in Insider Threat Prevention & Event  Investigation  

·  Stop guessing, get the ability to see the actual replay of suspicious activity. 
·  Shift your audit or investigation job from analysing the “books” to watching 

a “movie”. 

·  Benefit from complete over the shoulder replay of users activity. 
·  Comply with PCI, Basel II, SOX and privacy regulations. 

Now Available: 

Audit Trail Package 
Provide customers with all the screens replay as part of your audit trails. 

Next Generation Fraud Package 
Provide customers with a fraud investigation tool that comes with case 
management. 
 

For more information, please call us any of our friendly consultants at (65) 
6569 5855 or email enquiry@prodigy-group.com 
 

This one-day workshop is intended to provide an introduction to the PCI 
Data Security Standard and the compliance obligations facing merchants 
and service providers in Singapore. 

This course aims to introduce the purpose and scope of the PCI DSS, 
explain the two avenues of compliance required (one based on information 
systems audit and the other on network vulnerability scanning), and help 
merchants plan and manage their compliance obligations so that they are 
prepared when the demands for compliance begin to arrive. 

��������� �25 February 2009 

9�
����� �Prodigy Data Solution Pte Ltd 

���������  9.00am to 05:00pm 
 
CPE: 7 hours 

Pre-requisite: General awareness of information systems security and 
audit. 

Learning level:  Intermediate 

Fees: S$500 per participant. S$450 for two and more participants  from 
the same company. 
 
Seats are limited, so SIGN UP NOW 

For more information, please call us at (65) 6569 5855 or email 
enquiry@prodigy-group.com 
 

Workshop on:  
Payment Card Industry (PCI) 
Compliance �
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Benefits at a glance:  

¨  Immediate Returns on Investment 

¨  Fast Implementation 

¨  Ease in Data Access 

¨  No Training Required 

¨  Shorter Audit Cycle 

¨  Knowledge Retention 

¨  Ability to Perform Continuous Auditing/Monitoring 

¨  Reduced Audit-Related Costs�

4�&�� /#�8)� � �6�)9)8� � �
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Strategic Management 
Analytics Reports (SMART)  

SSMMAARRTT is the latest addition to Prodigy’s fleet of plug-in 
solution suites that is ready to be implemented to assist 
with your audit process.  With over 500 reports available 
for download, auditors no longer have to struggle with 
data access and scripting.  These reports cover over 50 
functional areas such as Accounts Payables, Accounts 
Receivables, Asset Management, Banking Operations, 
Budget Management, Cash Disbursement, Credit Card 
Management, Debt Operation, General Accounting, 
Grant Management, Health Services, Insurance 
Management, Investment Securities, Inventory 
Management, IT Management, , Loan Management, 
Loss Prevention, Payroll, Policy and Administration, 
Policy Compliance, Private Banking, PO Management, 
Real Estate Loans, Sales Order Control, Work In 
Progress and many more. 
 

Contact our Business Consultants today for more 
information on SSMMAARRTT! 
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Email to:  newsbyte@prodigy -
group.com 
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