NETECONOMY EXPANDS
FINANCIAL CRIME SUITE WITH
BREAKTHROUGH EMPLOYEE
FRAUD DETECTION

SYSTEM

TOP BANKS NAMED IN NEW
IDENTITY THEFT
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NetEconomy, the global leader in financial crime management
and compliance solutions, and a business unit of Fiserv, Inc.
(NASDAQ:FISV), today announced that it has expanded its
Financial Crime Suite to include a next-generation employee
monitoring application designed to help financial institutions
reduce revenue losses and protect against the growing threat of
internal fraud.

NetEconomy's Financial Crime Suite will be fully integrated with
the employee fraud platform from Intellinx, the innovative leader
in end-user behaviour tracking solutions. The combined offering
delivers a first-of-its-kind, cross platform surveillance,
investigation and case management system for complete
employee visibility in corporate applications across a financial
institution's enterprise.

"Employee fraud poses a significant threat to financial
institutions, as studies indicate firms lose an estimated five
percent of their annual revenues to insider fraud. To continue to
safeguard organisations and our clients against financial crime,
we are pleased to expand our fraud solution with Intellinx's
proven employee fraud detection system used by major credit
card companies, insurance firms and banks around the globe,"
said Sebastian Kuntz, chief executive officer of NetEconomy.
"New clients can leverage one fully integrated solution for
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financial crime detection and management, while existing
NetEconomy customers can expand their coverage to employee
monitoring quickly and easily with this new offering."

"Insider threats such as information leakage and employee
fraud have become a top concern for organisations. As the
financial costs of data security breaches by insiders can be
overwhelming, organisations are increasingly looking for
solutions to address these threats. A series of incidents in
recent years have demonstrated the need for early detection of
fraud by insiders," said Dan Yachin, senior analyst of IDC. "By
providing visibility to user activity with user behaviour analysis
at the application level, the combined solution of NetEconomy
and Intellinx can provide early alert on suspicious activities that
can be used to effectively protect against insider threats."

"Intellinx is very excited about this opportunity to deliver
together with NetEconomy and Fiserv an integrated solution
with a unique business value for employee fraud detection,"
said Orna Mintz-Dov, chief executive officer of Intellinx.
"Financial institutions that deploy our combined offering will
benefit immediately - with no need for time-consuming
integration with an organisation's systems or applications. In
this way we can help customers to jump-start their program for
fast protection against employee fraud."



- Real-time Alerts -

NetEconomy's Employee Fraud Manager solution powered by Intellinx
delivers a non-invasive system that records and analyses all
interaction between employees on any corporate business application
across all major platforms. Unique features include:

customisable rules track all employee activity
including screens and keystrokes) and behaviour patterns with real-
time alerts generated on suspicious events

- Record and Replay - all end user interaction with host is recorded
and can be replayed with full user sessions

- Advanced User Activity Search - complete forensic audit trail
allows the internal auditor, for example, to search for all the users
who accessed a specific account number within a specific timeframe

- Suspicious Behaviour Investigation - investigation tools provide
link analysis, peer group analysis and detailed access to all
historical employee activity

- Case Management and Reporting -  tracks, prioritises and
manages suspicious cases and generates internal or regulatory

reports as needed

i okl BLCTTAOAME @ AL COHA

P, b,

o e Soom Adam, inc. el

S

TED. I HAVE
B FUMMNY STORY
FOR Yo

LaJHY A T
FILLED WIITH
A DEMSE OF
FOREBODIMNGT

4

o

50 I LWIAS TRYIMNG
TO PRINT A LONG n“ﬂ"é% #ﬁfﬁ
WEL'?E-I'— HEE— AFFECT MEF

i

BUT LJHEN T LJENT }

TO THE PRIMTER. THE
DOCIUMAENT LINSNT
'I'HE'RE'

augns

FOR THE MEXT THREE
DAYS I KEPT TRYING
AMD TRYING, BUT THE
DOCUMENT NEWVER
SHOWJED UF AT THE
PRINTER!

\

¥

IT TURMS QUT T
LJAS CHECKIMG THE
LJROMNG PRINTER. THE
RIGHT PRIMTER USED
$£80,000 WIORTH OF

PAFER THAT LJEEK.

O AMD PAPER
JUST BECAME AM

EITHER ~OR
SITUATION.

ACL Tips

Sometimes when doing analysis, we require the input of
another table from a different project. In ACL, it is
possible to add the table from another project to the
active project.

Step 1: ACL provides features to add Table, View, Script
and Workspaces from another table to the active project.
Right Click on the Project name at the Project navigator
and select “Copy from another Project ”. Select the table
if you want to copy it.

Step 2: In the next screen, ACL will open Windows
Explorer which enables you to find the target project.
Select the project where the table exists. Click “Open”.

Locate Project File
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Shockwaves rumbled through the US banking industry this week with
the release of a new report estimating the annual incidents of Identity
Theft associated with the nation's top banks.

The study, published by the Center for Law and Technology at the
University of California, Berkeley, draws from thousands of consumer
complaints to the Federal Trade Commission over a three-month
period in 2006 - reports obtained by the study's author through
Freedom of Information Act requests -- and lists the number of
incidents reported not just at banks, but also at top utilities and retail
merchants.

Bank of America is named as the institution with the highest frequency
of Identity Theft complaints, followed by AT&T, Sprint/Nextel,
JPMorgan Chase and Capital One in the top five.

The top five financial institutions listed are Bank of America, JPMorgan
Chase, Capital One, Citibank and American Express. Washington
Mutual, Wells Fargo, Discover, HSBC and Wachovia round out the top
10 institutions listed. No credit unions are listed among the top 25.

But while the release of this study comes with caveats -- the data is
two years old, drawn from a small sample in one year, and relies
solely on consumers' perception of where/how Identity Theft incidents
occurred - consumer advocates nevertheless hope this first-of-its-kind
report turns up the heat on financial institutions to better educate and
protect their customers from the threat.

"I still don't think this information is really actionable for consumers,
but it is actionable for banks,” says the study's author, Chris
Hoofnagle, a consumer privacy attorney and senior fellow at the
Center. "A lot of people in the banking industry are already writing to
me and saying, 'Hey, look at this." For now, the goal is to get banks
talking, because currently they're not. Instead, they're using proxies to
engage in the debate in the form of commercials that don't inform the
consumer.”

Hoofnagle's research began in May 2007, when he filed a Freedom of
Information Act request with the FTC for the names of companies and
institutions identified in consumer Identity Theft complaints over the
previous two years. In light of the sheer number of complaints in 2006
alone - 246,035 - Hoofnagle settled for receiving data from 88,560
complaints from the randomly-selected months of January, March and
September 2006. Of those complaints, 42,262 named institutions
identified by victims re: fraudulent accounts established in their names
or current accounts hijacked by thieves.

In all, Hoofnagle found that the top 25 institutions - banks, utilities and
retailers -- account for 50% of the identity theft complaints lodged with
the FTC.

Diving deeper, looking solely at banks, Hoofnagle divided the
estimated number of incidents by each bank's total deposits to arrive
at an estimated rate of Identity Theft per $1 billion in deposits.

[See chart on Page 5 ]

Step 3: Select the table that you want to copy to the active
project. Click “OK”.

The table layout has already been imported. If you open the
table, ACL will prompt you by opening another Windows
Explorer window for you to find the data source (.FIL file)

In this case, you can point to the original folder from the
table. Alternatively, you can also copy the .FIL file to the
active directory. You may then use the table as usual.



By raw count, Bank of America leads the pack of all institutions
with 1,117 complaints per month in 2006. When projected
annually and divided by per billion of deposits, however, HSBC
fares the worst, with 21 incidents per billion annually (BoA has
18). ING, in contrast, has less than one incident per billion
annually.
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Once Hoofnagle's research went public, banks quickly fired
back, saying the study is flawed. Bank of America
representative Betty Reiss says the study doesn't jibe with
independent surveys that have shown Bank of America as one
of the top banks when it comes to protecting consumers from ID
theft.

What's more, says Reiss, "if somebody who is a customer of
Bank of America is a victim of Identity Theft, it doesn't
necessarily mean that the theft, or compromise, originated at
Bank of America. A lot of times consumers don't know how the
identity theft originated or where it originated.”

Hoofnagle's approach may even be counter-productive, says
Doug Johnson, vice president for risk management policy at the
American Bankers Association in Washington, D.C. Today, he
says, banks cooperate through institutions like the Financial
Services Information Sharing and Analysis Center to combat
fraud -- a system that could be undermined by making ldentity
Theft protection a competitive factor among banks. "Institutions
have every motivation already [to combat ID fraud] in order to
protect not only their customer, but their institution,” Johnson
says.

The FTC reluctantly complied with the FOIA request, says
agency ID theft expert Betsy Broder, fearing consumers might
misinterpret the data. There's already evidence that consumers
are drawing errant conclusions based on the Berkeley study,
she says.

The agency has several concerns about Hoofnagle's methods.
First, the consumer complaints are anecdotal and are primarily
used for law enforcement purposes, not scientific research.
What's more, they only represent a small slice of total numbers
of thefts, as well, meaning that any conclusions drawn from
them will lack context.

"There's a lack of clarity as to what these numbers mean," says
Broder. "Does it mean the accounts were opened at the bank,
that information was obtained at the bank and used elsewhere -
- it's not clear what consumers are indicating. The best you can
say is it's anecdotal and doesn't necessarily reflect national
trends, and it doesn't necessarily suggest that this listing of
companies correlates with overall fraud trends at any one of
these financial institutions. Maybe it does, maybe it doesn't.”

But that's exactly the point, consumer advocates say.
Proponents say such studies are critical for consumers trying to
navigate a world of digital identities without the benefit of hard
data about the form and frequency of threats. Instead, as
Hoofnagle points out in the study, they face humorous
commercials from banks such as CitiBank, which had an
average of 413 complaints per month in 2006 and ranked
among the banks most cited by consumers.

Paul Stephens, director of policy and advocacy at the Privacy
Rights Clearinghouse in San Diego, says the Berkeley study
has one major problem: the two-year-old data is stale. On the
other hand, he says, consumer discussion boards have been
mentioning the same banks that Hoofnagle points out in his
study -- especially fraud concerns by consumers around HSBC.
"Perhaps he's picked up on something here," says Stephens.

At the very least, these kinds of government data are likely to
dramatically change the equation for financial institution security
officers, experts say. The study comes as the banking
community is already preparing to meet compliance with the
Identity Theft Red Flag Rules set to take effect in November.

"Banks don't want ldentity Theft going on, and they want to
discourage it, but the question is whether they're doing
everything they can or whether they need to adopt new
procedures or security measures that would cut down on this
sort of thing, and whether there should be regulation to require
some kind of minimum security standard to prevent Identity
Theft," says Mark Budnitz, a consumer law professor at Georgia
State University in Atlanta. "Right now, it seems apparent to me
that this is something banks would rather deal with themselves
quietly ... yet Identity Theft is an epidemic with very serious
consequences and [occurrence of Identity Theft] is an
essential ingredient in whether consumers are going to trust
banks."

The three biggest caveats to the study are that it underreports
the issue because it relies solely on consumer complaints;
there's nothing in the data distinguishing new accounts from
account takeovers, which are two essentially different crimes
with different implications for banking institutions; and the
denominator -- total deposits -- is not as accurate as the number
of total customer accounts would be.

Such flaws are no reason to keep the data bottled up,
Hoofnagle says. In fact, the researcher says he'll continue to
request information and fine-tune his research to make it more
actionable. An upcoming report, he says, will have enough
information for consumers to start making decisions based on
his figures, raising the stakes even more for banking security
divisions from Los Angeles to Boston.

"Yes, some of these events are going to be caused by the
negligence of the consumer,” Hoofnagle says. "l don't think that
weighs in favour of suppressing all the data.”

Do you know you can create, configure, or delete existing
Layouts by right-clicking on the corresponding Layout
button and selecting the operation required?

Do you know you can add an unassociated Control from
the Knowledge Base to any Profile Risk, or any Profile
Consequence, by first selecting the required Control item,
then while holding down the left mouse button, drag it to
the target position in the Profile hierarchy?
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The move toward IT governance has become a veritable stampede in recent years, in parallel with increased scrutiny over unbridled
business practices and runaway IT spending. It's still hard to come up with a precise definition (much less an implementation approach),
but the idea of IT governance is to take control so that risks, personnel, projects and finances are managed as effectively as any other
business function. Control, process, compliance and service are the central themes.

Research shows that CIOs are embracing IT governance as though their jobs depended on it--and they surely will in the years ahead.
But if IT executives are to seize control over IT resources, costs and investments, they'll need to implement best practices and find the
right mix of technologies to address project and portfolio management, risk management, financial management for IT, and security and
compliance issues. This article examines IT governance trends and perceptions as well as emerging categories of technology that are
helping IT executives to meet the challenge.

(

Many look at IT governance from a security-policy perspective, and it goes without saying that the terrorist attacks of Sept. 11, 2001,
stepped up our focus on security generally and on IT security in particular. Many more policies, toolsets, and process and compliance
initiatives are now in place to govern how IT conducts its business.

But security is only part of the story. Regulatory pressures also have been a driver for IT governance. New laws and regulations such as
the Sarbanes-Oxley Act of 2002 (SOX), the Health Insurance Portability and Accountability Act (HIPAA), the Gramm-Leach-Bliley Act of
1999 and BASEL Il in Europe now require IT to document its procedures, create and refine processes, and develop audit trails for IT
activities.

Even before the ascendance of IT governance, a shift in IT management was well under way, marked by IT executives making
service quality commitments. These commitments often lead to service level agreements (SLAs) that are then managed to specified
quality levels with processes and toolsets designed for service level management (SLM). This marks a departure from entrenched,
silo-based management approaches.
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Process models are being adopted by IT to support the changing culture, providing a powerful tool for service management, IT
governance and compliance. Process models help IT define how it will conduct itself as a business, guiding managers who are
apprehensive about unfamiliar pressures.

The predominant IT process model today is the IT Infrastructure Library (ITIL), which originated in the United Kingdom. It's a best-
practices guideline aimed at managing IT from a services standpoint.

Other process models are available and can coexist with ITIL. The IT Governance Institute's Control Objectives for Information
Technology (COBIT) is geared specifically to IT controls. It was developed by the IT Governance Institute in the early 1990s. Now in its
third revision, COBIT has been widely adopted for IT governance initiatives. COBIT can be used by executive management as a way to
evaluate IT department shortcomings with respect to control mechanisms.

-

To better understand executive priorities and perspectives on IT governance, Enterprise Management Associates (EMA) recently
conducted a Web-based survey of IT staff and managers, chief technology officers and chief information officers, as well as business
executives. The majority (65 percent) of the 68 respondents represented IT management and staff from a range of industries with no
more than 20 percent in any given vertical. Company sizes were also wide-ranging with representation at both the lowest and highest
ends of the spectrum.

What's the biggest challenge to keeping IT costs in line? Respondents say it's shifting and allocating IT resources (57 percent)--meaning
everything from infrastructure to software and systems--while professional and management staffing cost controls are the least of their
worries.

A solid majority (55 percent) view IT governance as "important" while nearly a quarter (22 percent) view it as "critical" over the next
two years. Drilling down on responses by role, it's interesting to note that CTOs were least interested in IT governance (with 36
percent deeming it "not so important"), while CIOs are fixated on the topic (with 80 percent calling it "important" and the remaining 20
percent calling it "critical"). Since CIOs have their jobs on the line vis-a-vis effective IT management, it makes sense that no CIO
would want to ignore IT governance.

) *

IT governance has suffered--just as IT service management has suffered--from a lack of broad understanding of terminology and
boundaries. Most agree that IT governance covers project and portfolio management, risk management, financial management for IT,
and security and compliance. However, debate continues as to whether functional areas such as chargeback and policy management
should be included in the definition of IT governance.

One surprise in the study was high ranking for SLM as a component of IT governance. But in most respects, SLM is a separate and
distinct discipline. Two years ago, many SLM vendors were considering adding IT governance as an extension of their solutions, but
most SLM and business services management (BSM) vendors have since shelved such plans. Instead, these vendors are staying
focused on service definition and management, and the processes necessary to support services. Process and service management are
certainly closely related to IT governance, but they involve considerations, such as contracts and user monitoring, that fall beyond the
scope of most IT governance initiatives.

What more do you need to implement IT governance? You'd likely chime in with survey respondents who cited "business patrticipation in
the governance process" and cultural changes within the organisation. More specifically, quantitative management for IT, resource
allocation modeling and skill development are all essential in making IT governance a reality.

I

In the implementation phase of IT governance, many shops are trying to make do with technologies that weren't specifically designed for
the job, such as spreadsheets, systems management tools, compliance and security products, network management and performance
management tools, and project management tools (as opposed to "project and portfolio management” tools). One respondent even
identified enterprise architecture (a repository/tool for capturing complex, strategic information about IT) as a supporting technology for IT
governance--a possible future direction for governance as the need to capture strategic IT management information grows.

Meanwhile, specialised IT governance solutions have arrived, offering a range of approaches. What's the most appropriate choice? That
depends on the nature of the enterprise and the focus of the IT governance champions. Here are a few perspectives on five common
types of IT governance solutions:

- Broad IT governance systems. These offerings reach beyond project and portfolio management to encompass risk analysis,
workflow planning and financial reporting for IT. Leaders in this category include CA, Mercury and Troux.



- Compliance solutions. There are innumerable policy/regulation challenges and as many companies that could be mentioned in
this group. FirstAlign, Hewlett-Packard, OpenPages and SAP are focused particularly on supporting corporate governance and
regulations such as SOX and HIPAA. There are many more compliance-oriented packages in the crowded and complex security
space that manage policies and procedures, and obligations for corporate security.

- Project and portfolio management.  These systems provide a means for managing projects, their status and delivery, and
investments therein. Most deliver detailed reports and dashboards aimed at executives. While many IT shops rely on products such
as Microsoft Project and spreadsheets in this role, specialised products are available from vendors including Business Engine,
Compuware, Mercury and PacificEdge.

- Business intelligence. Bl can support IT governance by providing a means for evaluating strategic IT decisions. Over time, there
will be a closer link between IT governance and Bl, and there's a strong potential for Bl vendors such as Business Objects, Cognos
and SAS Institute to add functionality to support IT governance initiatives.

- SLM/BSM. These systems are designed to define and manage service commitments for enterprises and service providers. They let
you aggregate performance data and availability data from multiple, disparate sources for the purpose of managing service
commitments. There are nearly 80 vendors in the market, with leaders including CA, Digital Fuel, HP, IBM Tivoli, Managed Objects,
Mercury and Oblicore.

)* $ * 8

IT governance and IT service management are both rooted in aligning IT investments and operations with the needs of the business.
That said, the drivers for IT governance are very different, having started with the need for better controls around security, reporting and
accountability of IT investments. Service management, on the other hand, is about ensuring the quality of user experiences, meeting
contracted objectives and driving business through competitive advantage and service quality. The two really go hand in hand.

Companies that are investing in best practices such as ITIL for service management can take advantage of efforts being made in IT
governance using COBIT and other, less-formal approaches. Service management and IT governance are, in fact, linked. Growth in one
area will help IT mature and will support growth in the other.

Taking the reins of IT with proper controls and processes is a natural evolution in the maturity of IT organisations. Many IT shops now
operate in a reactive way. However, the research shows that investments are being made in management systems, and that executives
are determined to run IT more like a business, putting controls in place where needed and establishing policies and service-quality levels
that balance business goals with appropriate investment thresholds.
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ACL User Group Meeting
Indonesia

Prodigy will be holding the ACL User Group meeting
in Indonesia this coming August 2008. The details
are as follow:

+  21% August 2008
[/ + %& /2 3
+ 9.00am to 12.30pm

We are pleased to have our veteran users sharing
their experiences at the meeting. This event also
serves as a platform for users to network within the
industry. For more information or registration for
this upcoming user group meeting, please email us
at 4 10 $

Venue Host & Speakers Wanted
ACL User Group Meeting (Singapore)

We are in the midst of planning the next ACL User
Group meetings in Singapore, and would like to
invite any interested customers to be the host for
this event. At the same time, we would also like to
extend our invitation to users who wish to share their
experiences in ACL implementation at the
meeting. For more information, email us at
4 10 $

IIA Malaysia Conference and YPIA
Seminar 2008

We would like to thank all customers and visitors who
had visited us at our booth in the following events:

- lIA Malaysia Conference, 28 to 29 July 2008,
Kuala Lumpur Convention Centre, Malaysia.

- YPIA Seminar 2008, 27 to 29 July 2008, Hotel
Aston, Palembang, Indonesia.

We have moved!

We are pleased to inform all valued customers that
our office in Singapore has been relocated to:

Prodigy Data Solution Pte Ltd
29 International Business Park
#02-02 Acer Building Tower A,
Singapore 609923

Please also take note of the changes to our contact
numbers as follows:

Telephone No: +65 65695855
Facsimile No : +65 6569 5455
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ZASIA FRAUD CONFERENCE 2008

The recent survey conducted by KPMG Singapore
stated the percentage of computer related fraud h{

increased from 19% in 2004 to 59% last year.
Are you ready for a surge in financial crime?
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+ 19 Nov (Pre-Conference Workshop)
20 - 21 Nov (Main Conference)

[+ Hilton Hotel, Singapore
+  9.00am to 05:00pm

Theme: Protecting Your Organisation from the Next Financial Crime Waves

Pre-Conference Workshop

Fraud Prevention, Detection and Investigation Works hop
Mr Larry Lam, Director, McGuire Asia Pte Ltd

Hands-on System Penetration Testing Workshop
Mr Richard J. Stagg, Director, Handshake Networking Ltd

Highlights of the Conference

- Forgery and Signature Analysis

- Recent Trends in Financial Crime in Singapore and in the region
- The Crime of Insider Trading

- Building Early Warning Capabilities in Financial Systems

- Seal the Leakages in your Data Tank!

For more information, please call (65) 6569 5855 or email enquiry@prodigy-
group.com

Register before 14 ™ September 2008

to enjoy this offer!




NEW PRODUCTS LAUNCHED

Pentana Audit Work System (PAWS)

The Pentana Audit Work System (PAWS) is an integrated suite of audit
management software designed to manage a wide range of risk, audit,
compliance and other corporate governance procedures. Its extensive
analysis and reporting features provide better and timelier management
information, allowing decision makers to manage risk across the entire
business with ease. Optional Retain Resource Planning and Time
Management modules are also available for comprehensive staff and
resource management.

Intellinx

Intellinx provides an unrivaled, first-of-its kind cross-platform insider
threat intelligence system for auditing and, fraud and data leakage
detection. This robust system not only tracks and zoom-in on all end-user
activities but also identifies exceptions and triggers instant alerts on
suspicious events in real time, thereby reducing potential operational risk
and fraud losses.

For more information on our new products, please call us any of our
friendly consultants at (65) 6569 5855 or email enquiry@prodigy-
group.com
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Strategic Management
Analytics Reports (SMART)

SMART is the latest addition to Prodigy’s fleet of plug-in
solution suites that is ready to be implemented to assist
with your audit process. With over 500 reports available
for download, auditors no longer have to struggle with
data access and scripting. These reports cover over 50
functional areas such as Accounts Payables, Accounts
Receivables, Asset Management, Banking Operations,
Budget Management, Cash Disbursement, Credit Card

Management, Debt Operation, General Accounting,
Grant Management, Health Services, Insurance
Management, Investment  Securities, Inventory
Management, IT Management, , Loan Management,

Loss Prevention, Payroll, Policy and Administration,
Policy Compliance, Private Banking, PO Management,
Real Estate Loans, Sales Order Control, Work In
Progress and many more.

Benefits at a glance:

" Immediate Returns on Investment
" Fast Implementation

" Ease in Data Access

" No Training Required

" Shorter Audit Cycle

" Knowledge Retention
" Ability to Perform Continuous Auditing/Monitoring
" Reduced Audit-Related Costs

Contact our Business Consultants today for more
information on SMART!
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